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Glossary

Term or acronym

Meaning or definition

Backend entities

The authorities and IT systems receiving data via the National SNigldows

CMU Constanta Maritime University

DEM Data Exchange Mechanism

EC European Communitfobsolete)

ECSA European Community Shipowners6 Associ g
EMSA European Maritime Safety Agency

EMSWe European Maritime Single Window Environment

ESPO European Sea Ports Organisation

ENS Entry Summary Declaration

EU European Union

FAL Convention orfFacilitation of International Maritime Traffic

Front end users

The shipping operators providing data into the National Single Window in connectiof
port call

ICT Information and Communication Technologies

IMO International MaritimeDrganisation

IPCSA International Port Community Systems Association

ISC Inter-Service Consultation

MOVE Directorate General for Mobility and Transport

NSW National Single Window

PCS Port Community Systeman electronic platform connecting the systems operated b
organizationsand entities making up a seaport community. The Port Community Sy
facilitates exchange of operational or administrative information between diffeters ac
the port; it can also include systems foptimizationo f processes
systems). The PCS can be operated and maintained either by a public, pri
public/privateorganization

RFD Directive 2010/65/EU on Reporting Formalities thips

Shipping operator|

Subject to specific reporting requirements set in the EU legal acts and intern
agreements, the operator may be a shipping company, a ship master or the represe
the shipping company/ship master

SSN SafeSeaNet

SSS Short Sea Shipping

VTMIS Vessel Traffic and Monitoring Information System
WCO World Customs Organisation
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1 General information on the investment objective

1.1 Name of the investment objective

An analysis of the existing situation and th@ecessity of implementing a Port Community
IT System in the Port of Constanta, identifying the objectives to be achieved by
implementing this system, identifying the estimated costs for such a project and the steps
to be followed for the successful implemstation of such an IT system.

1.2 The main financing authority
.AQCETTAT #1101 DPATU O- ACEOBRHTA G0OAOO Al AT ET EOOOAOQET
Address:Incinta Port# 1 T O O@ala- A ® E @&H i1 &0 Petretabial

Registeredwith the Registerof Commerceunder no.J13/2308/1998 , single ID no.
11062831, VATno.R0O11062831

Tel:0241.601123

Fax:0241 649512

Email: apmc@portofconstantza.com

Website: www.portofconstantza.com

1.3 Contracting authority / investor

.AQGETTAT #1101 DPATU O- ACEORITA G0OAOO Al AT ET EOOOAOQET
1.4 Beneficiary of the investment

.AQGETTAT #1101 DPATU O- ACEOEHTA G0OAGO At AT ET EOOOAOQET
1.5 Developer of the pre -feasibility study

The developer of the pre-feasibility study is the ConstantaMaritime University

PCS Technical Specification Overview Project cofunded by European Union funds (ERDF, IPA)
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The Table of Content of this pre -feasibility study is imposed by Romanian law under
HG907/2016

Difference between pre -feasibility and feasibility studies

Pre-feasibility study is a preliminary study undertaken to determineanalyse and select the
best business scenarios. In this study, we assume we have more than one business scenarios,
then we want to know which one is the best, both technically and financially. In pifeasihility
stage we select the best idea among several ideas. It will be hard and takes time if we explore
each scenario deeply. Therefore, shortcut method deems acceptable in this early stage and can
be used to determine minor components of investment and pragttion cost.

If the selected scenario is considered feasible, it is recommended to continue the study to
feasibility to get deeper analysis of the selected project scenario.

Feasibility study is an advanced study based on test work and engineering analysis, which
presents enough information to determine whether or not the project should be advanced to

AA £ET Al AT CET AAOET ¢ AT A EIi BQiAd AADRBOEET T ODIAKEIA
implying that sometimes the answer is NO. However, once a project is advanced to the
feasibility study stage, companies often have committed considerable capital and professional
reputation and therefore assume the answer will be that the project is feasibdl That is also

the second difference between feasibility study and préeasibility study.

PCS Technical Specification Overview Project cofunded by European Union funds (ERDF, IPA)
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2 The existing situation and the need to achieve the investment
objective

2.1 Context presentation: project area, policies, strategies, legislation and
relevant agreemen ts, institutional and financial structures;

4EA 01T 00 T A #1711 00AT A 1ATA EO ixi AA AU OEA
ATTAAOOETT AITOOAAO Oi OEA DI OO0 AAIETEOOOAOQEI
T O0OAT Ah x EE A Empdahy (80 Ministey iofOrrardidit, 2@ Phoprietatea

. # ¢-AOEOEI A 071000 ! Al ET E O-@enkddarhphny and has # 1 T O
OEA OiI 1A T &£ P11 OO AOOET OEOU &I O -™Ei4 MangaleCand £ #1
the Tomis Marina

Based on the administration modeklandlord port, the port infrastructure is leased to
private operators. According to the Law 108/2010, the governing contract type concluded
AAOxAAT . # c¢-AOEOEI A 01 000 ' A ETEOO@ADEIS T ¢ 38
and adjacent areas is the lease contracts. The port assets are leased out orcuicessioned
to private port operators.

4EA 01T OO 1 /8 lotaiel & dd drogsig of commercial routes connecting the
markets of Central and Eastern Europeaoountries that do not have a sea, the Transcaucasian
Zone, Central Asia and the Far East. It is the main Romanian port and is among the top 10
%001 BPAAT DI 0008 4EA EAOI OOAAT A CAT COAPEEA DI O
is highlighted by the connection with two PanEuropean Corridors: Corridor VII- Danube
j OEOAOQ AT A #1 OOEAT O )6 j Ol AA AT A OAEI xAuQgs )
satellite ports Midia and Mangalia, which are part of the Romanian maritime port complex

undeO OEA AT T OAET AGETT 1T &£ OEA - AOEOEI A 0100 ! Ai
#1 1 O0OAT A 071 00 EO 11 dentiesBenig the denirdd Bind BaStE® OE A O
Europe region, providing a series of advantages, among which the most important are:
The Port of Constal kBO 1 T AAOAA ET #1711 O0OAT Ah 2711 AT EA
Black Sea, at 179 nautical miles from the Bosphorus Strait. The geographic coordinates for )
ETAEAAOETI ¢ OEA PI OEOEITT 1T &£ 0100 T &£ #11 00AT A

43" E (Gara Maritima# 1 T OOAT AQs

4EA 01 OO 1 AantinteimOdalRbry -Ayool €nnections with all the transport
modes, also there igshe main container hub for the Black Sea area and also there is a
multipurpose port z with facilities for all types of cargo.

The connection of the port with the Danube river is made through the DanubBlack Sea
Canal, ending the Rhindanube Corridor, which provides the main eastvest link across
Continental Europe.

PCS Technical Specification Overview Project cofunded by European Union funds (ERDF, IPA)
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Its route along the Danube River connects Strasbourgd Southern Germany with the
Central European cities of Vienna, Bratislava and Budapest, before passing through Serbian,
Bulgarian and Romanian ports.
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Figure 2.1 The Rhine and Danube RiveDanubeBlack Sea Canal and Black Sea
Corridor
(source:
http://www.danubecommission.org/uploads/doc/Presentations/2017/DK_88 20170609/
DK_88_session_state%20%620play%20EU%20IWT%20Policy%20June%202017.pdf

4EA 01T 00 T &£ #1711 00A1T A AT OAOO o8wce EA T £ xE
ha is water area. The total land area of 1.313 ha is shared between the North Port that occupies
aland area ofibout 495 ha and the South Port with about 818 ha. Another 561 ha are included,
according to the masterplan, in development project for short, medium and long term
perspective.

4EA 01T OO0 T £ #1171 00AT A EO 110 AT lp®OvithtwdOET OA
AAOGET 08 4EA |1 AET OOITEIC AAOET & O OEA .1 O0O0E
terminal having enough area to enable the manoeuvring of the common vessels calling the
North Port. The first is located at the port entrance, after gsing the South breakwater, while
the second is located at the exit from the port, in front of the basin between piers 1S and 2S.

The standard berthing manoeuvrings require tug assistance and present a significant
challenge, especially for berthing contaiR O OAOOATI O AO OEA #I1 1 OOAT A
which the navigation is limited to oneway traffic.

4EA #1711 O00AT A 01 00 EAO OEA
minimum water depth of 7 m.

i AGEI O AOAOCE(

The port has ten terminals for bulk cargoes . The dry bulk cargoes (iron and norn
ferrous ore, grain, coal, coke, cement, construction materials, phosphadc.), are operated in
specialized terminals located next to the river -maritime basin. There are specialized
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terminals that operate iron ore; bauxte, coal and coke havin$3 berths. There isaspecialized
terminal where fertilizers, phosphate, urea, apatite and other chemical products are operated.

4EA 0100 T &£ #1100AT A EO A OOAAEOETT Al DPAC
countries with high agricultural production that transits their cargoes towards worldwide
destinations.

There are many facilities for the operation and storage of dry cereals, which are served
by several specialized berths.

The breakbulk (general) cargo are operated by ght terminals. All range of services for
general cargo are efficiently provided by stevedoring companies. There can be handled food,
beverages and tobacco, paper and cardboard, cellulose, rolled metals, machine parts, bagged
cement and other break bulk cago.

4EA 01 00 T &£ #1711 00AT A EAO £ Gremadl@iidduldl O A&l
AAOCT AO AOA OAPOAOGAT OGAA AU AOOGAA TEI AT A T1TEI
terminal for the import of crude oil and other oil products and for theexport of refined oil
products, oil derivatives and other liquid chemical products. The oil terminal is equipped with
a modern and efficient fire and pollution fighting facilities.

4EA 01T 00 1T £ #1 1 &ROteimipals eguibged Witk fwo rarps to handle
any type of vehicle and RdRo cargo: the car terminal and the R&o Ferry terminal. There is
not a fully dedicated terminal for cars and currently, the main car operator splits its activity
in two berths. The FerryBoat terminal offers exceptional failities for the freight loaded in
wagons, containers, and trucks and transported by ferry vessels and liner services on the
Black Sea.

The two terminals operating the ReRo have a storage capacity of 6,600 CEU

There is suitable equipment for loading and nloading trains using the normal European
railway standard. The terminal has five rail tracks for vessel boarding and the wagons are
operated using ship's gear. For the time being, no regular RRo Ferry line is established.

Every quayside containertermi A1 OEAO 1T PAOAOAO ET OEA 071 00

4EA DPT OO 1T £ #I-rhoGabiérhinals segafated forraitrdal within the port
area.

The port is an important node in integrated logistics chains, offering through the five tri
modal terminal quick and safe access to port facilities from an inland transport system
including inland water, railway system and road access. Currently there are a limited number
of containers moving inland by water freight.

There are eight multipurpose terminals  that can accommodate vessels.

&1 O 1T OAOOCEUAA AT A 1T O6AO xAECEOAA AAOCI A0 EI
provide heavy lift cranes that facilitate the handling of heavy lift and owtof - gauge loads.

The railway infrastructure facilitates handling full block train in the port area as well
as along the quay. Therefore, through the round the -clock train services and every day

shuttle trains high volumes of cargo are transported to/from the most important economic
areas of Romania and Eastern FEope.

PCS Technical Specification Overview Project cofunded by European Union funds (ERDF, IPA)
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" | ¢c8¢8 2AEl 1T AOx1T OE ET OEA o071 «
(source:
https://www.google.com/maps/@44.1584395.28.6393976.4161m/data=!13m1!1e3)

Private companies specialized in cargo transhipment are operating in the Port of
#1171 OOAT A8 50ET ¢ ODPAAEAI EUAA ANOGEDPI AT O A& O
transhipment services for bulk and packed/unitized cargo: Sea vessetdarges, Bargeg sea
vessels, Wagong barges and/or small sea vessels, Small sea vessels/bargesagons.

Liquid bulk can also be transhipped into river vessels to various European destinations
or carried through pipelines within the domestic hinterland. Pipelines network connects the
port with the main refineries in the country thus securing fast transportation.

4EA OT OAT 1 AT cCcOE T &# NOAU ET OEA PIT OO 1T & #11
vertical. There is no sloped quay. A length of 3.262 m of quay is undeveloped.

The maximum number of vessels that can be handled at the same time in the Port of
#1171 O0AT A EOAQOEDELI AA AORGAET OEA 01 00 1T £ #110C
waiting area for barges, either selpropelled or not. The facilities have the main purpose of
providing temporary mooring quays for incoming and outgoing barges and pushers without
interfering in transit coming from the DanubeBlack Sea channel and other caoghandling
operations.

Considering a mooring scheme with 1 to 2 barges perpendicular to the quay, a barge
width of 11.40 m and a safety distance of some 1 to 2 m between the barges the existing
terminal allows for safe mooring of some 150 to 200 barges.

The water depth at the Barge terminal is 7 m, the total quay length @most1.200 m and
the available water area isalmost 350.000 m2. The port has facilities for mooring/anchorage
for dangerous cargo vessels.

According to the European Conference of Minists of Transport classification, the size
of the vessel/convoy transiting the waterway connection DanubgBlack Sea canal is inland
waterway class ViIc.

PCS Technical Specification Overview Project cofunded by European Union funds (ERDF, IPA)
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4EA 01T 00 T &£ #1100AT A EO OAOU xAll ATTTAAC
network through ten road entrances allowing systemization and organization of traffic

through 25 road lanes.

The total length of roads in the port amounts to 100 km. The A2 motorway, nicknamed

4EA 30160 -101 O0xAUh EO 1 ET EET BGasd léhdttEocA20ZkH.O0 O A
 Pan EurB‘peah Corridors, crossing Romama =
Swhaon e port
O, - ot /
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Figure 2 3. Pan European Corridors crossing Romania

(source:

https://www.flandersinvestmentandtrade.com/export/sites/trade/files/market st udies/2

016-Romania

Transport%20Infrastructure%2C%20Transportation%20and%20L ogistics.pdf)

11T 01T OEA #1

OO0AI

A 0100 EO A OOOAOACEA DIE

because Romania there is a gateway to three major markets: the single EU, the &i& the
Middle East, at the junction of three Pafturopean transportation corridors: IV (which links
Europe from West to East)z VII (inland water transportation on the Danube)z IX (links

Europe from North to South).

The railway infrastructure comprises of six rail gates and nine rail tracks providing the
connection between Europe, Caucasus and Central Asia. The total length of rail tracks along
the quay walls is 19,873.63 m and the total length of rail tracks within the port area amounts

to 300,000 m.

The area of port platformssums up 3,898,325 n? providing a large storage capacity.
Within the oil terminal a volume of 1,700,000 m can be stored.

Container terminals have more than double operational capacity comparative with
actual traffic (711,339 TEU m 2016), having a storage capacity of 16,000 TEU. The
development plans for these terminals are very important.

PCS Technical Specification Overview
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Port connections - Hinterland connections

The Hinterland T £ OEA 071 00 1T & #11 00 iiterms ofOodHT OO0
produced, consumed and shipped to/from the port and includes a vast region in Central and
Eastern Europe.

THE

NETHERLANDS

msterdam GERMANY
.

HUNGARY
Budapest

ROMANIA

Gates Buch.arest

CROATIA Vukovar
Belgrade

SERBIA" N panype- Rousse
Belgradchike River
Sofia%

BULGARIA

&ECOOA ¢81 4EA (ET OAOI ATA T &£ OEA oI
(source: http://bigblogg.info/marrdwn _-rhine-and-danube-river -map.awp)

The integration within the national and European transport networks makes the Port of
#1171 OOAT A OEA PAOEAAAO AET EAA &£ O OEA AAOCI AO
the heat of Europe.

4EA 01T OO0 T £ #1711 00AT A EO 11 AAGAA AO OEA AOI
of the landlocked European countries to Transcaucasus, Central Asia and the Far East. The
port has connections with the Central and Eastern Europearoantries through the Corridor
IV (rail and road), Corridor VI-Danube (inland waterway), to which it is linked by the Danube
Black Sea Canal, and Corridor IX (road), which passes through Bucharest.

Rail Infrastructure.

Rail connection, each terminal isconnected to the domestic and national/European
railway network (Pan European Transport Corridor 1V). Permanent railway services ensure
the transport of large volumes of freight to the most important economic areas in Romania
and Eastern Europe, andthe P00 1T £ #1 1 OOAT A OAPOAOGAT 6O Al EI
the TRACECA Corridor.

4EA OAEI 1 AOx1T OE ET OEA 0100 1T &£ #1100ATT A
OAEI 1T AOxT OEh xEOE OEA 07100 T &£ #1711 O0AYIVVA AAEI]
PanEuropean corridor. The corridor 1V follows the route: Dresden/NurembergzPraguey
ViennagBratislavaz' U gBDdapesigAradzBucharesg# | T OO AT A kSofiatt @RefEik- O A
Thessaloniki or Plovdizlstanbul.
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#1171 OOAT A 071 00 .1 OOE E Auhichhhasfokeen Bdsidngd taChédE | x A U
the largest part of the port cargo; only a small percentage was foreseen for road
transportation.

Yyl OEA 0100 T &£ #11 OOAT A 31 OOEh OEA OAEI x Al
from the feasibility studies made forthe south side of the port, it is to be seen that railway
traffic is increasing.

Because of this, MPAC is undertaking extension and modernization works for the lines
ET OEA OI OOE OEAA T &£ #1171 00AT A 071 00h xEAOA
administration ownership of MPAC.

The total length of railways in the port amounts to 300 km.

River connection - #1 1 OOAT A BT 00 EO -RiopehnAThadshakt OT ¢
CorridorVII-$ AT OAAh 1 ETEET ¢ OEA OxI %OOi PAAT ATl 1l AO
creating an inland waterway from the North Sea to the Black Sea.

CorridorVIIz$ AT OAA8 4EA 01 00 1T &£ #11 00AT A EO 1 ETE
ZBlack Sea canal. The entrance to the channel is on the South part of the Port and connects the
Black Sea with the European inland waterway network. The canal offers an alternative route
from the Black Sea ports to the Danube ports of Central Europe that is shorter by
approximately 400 km.

o :’I' ~
- ‘ -‘g“— e ,;,:
= .

Figure 2.5 Danube Bc \‘ Sea —n_all éourcé: Annual Report 20§CN AMPC)

4EA AiT7TAAOGETT AAOxAAT OEA 0100 T &£ #11 00AI1
Danube-" 1 AAE 3AA #AT Al AT A EO TTA 1T/ OEA 1 AET AA

Due to the low costs and the high volumes of freight that can be carrigtie Danube is
one of the most advantageous modes of transport, representing an efficient alternative to the
congested road and rail transport in Europe.

The canal branch has a length of 64.4 km and connects the river Danube with the Port of
#1171 O0OAT OIABORAEABI AOAT AEh xEEAE EO Al O OEA 1 AF
$AT OAA jEI omnmqh O #i1O00AT As

The length of this waterway is 2,414 km from Sulina, where the Danube flows into the

Black Sea tdHelheim, from where it continues through the MainRhine Canal, crossing Europe
to the North Sea. On the territory of Romania, the length of the waterway i90¥5 km.

4EA ATTTAAOGETT AAOxAAT #1171 O0AT A ®BladkSeaAl A #
Canal creates a 4,00@ilometer shorter transport alternative for goods coming from the Far
East and Australia via the Suez Canal and which are destined for CenEalope.

PCS Technical Specification Overview Project cofunded by European Union funds (ERDF, IPA)
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The major opportunity offered by the Danube is made up of dry and liquid bulk cargo
transport between land-locked countries on the Danube, namely Serbia, Hungary, Slovakia,
Bulgaria, Austria and the Black Sea.

Road Infrastructure.

Road connection, each terminal is connected to the domestic and national/European
road network.

4EA 0T00 T &£ #1711 00AT A DPI OO EO AI O 11TAAOZ
Bucharest. The corridor 1X follows the route: HelsinkMyborg-Saint Petersburg-Moscow-
Kiev-# E E h-Bdcha®@stRuseDimitrovgrad -Alexandroupolis.

4EA vt CAOAO 1T £ Odeehvellicdnfeteditodhe fdtidnad ahd Eurppean
road network. The connection to the PaskEuropean Transport Corridor IV (road and railway)
and the proximity to the PanEuropean Corridor IX (road) passing through Bucharest are of
OOOAOACEA EIi bT OOAT AAh OEOGO 1 ETEETC #1711 O00AT A
and Eastern Europe.

The total length of roads in the port amounts to 100 km. The highway A2 coects Port

I £ #1 1 O0OAT A xeEOE 1 AOGEITT AT OI AA 1T AOx1 OES
-AET O PI OO OOAOO A&AOIT T #1711 OO6AT YA 0100 #1111 0O1

Port Operators: The list of data about each operator can be downloaded from the web
addresshttp://www.portofconstantza.com/apmc/cc/firma/firma.do?method=refresh

4EA 1100 Ei BT OOAT O AAT A /EE Ar&rdpteseli€ by téEMi@E A 0 1 ¢
operators who use the port infrastructure and receive direct benefit from new cargo being
handled.

According to MPAC site there are 873 companies involved in providing services in Port
I £ #1171 00AT A | ET Al O /Zakgali@), oOtefAvhidh 4aaée Qort-ofetBrd (37A 1 A -
AAGET ¢ ET #11O00A1T Ah AT A o ET OAOGAI T EOA PBI 00O

/' ElT 4AO0OIi ETAT AT A 211 DPAOOIT ,TCEOOEAO #I110
operators for crude oil and oil products. The Oil Terminal can operate tanks witbapacities
up to 165.000dwt, being equipped with specialized facilities for loading and unloading and
connected with the pipeline system. The other main operators of liquid bulk are Frial, Romned
Port Operator, Sargeant Marine Romania, Transbitum.

The mainoperators for iron ores, bauxite, coal and coke are Comvex, Minmetal, Chimpex,
Socep and TTS Operator 250.000 dwt vessels and above can be accommodated and river units
are operated in direct or indirect transhipment.

Chemical Products and Fertilizers areoperated by TTS Operator, Chimpex, Frial,
Minmetal, North Star Shipping, Socep and United Shipping Agency. These are equipped with
dedicated areas for operation and storage of chemical products and fertilizers, bulk phosphate
and urea.

Vessels up to 30.00dwt can be accommodated and the total operation capacity of
phosphates is 30.000 tons.
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The most important stevedoring companies that operate agribulk in the Port of
#1171 O0AT A AOA 443 | DAOAOI Oh .1 OOE 30AO0 3EED
Silotrans, Chimpex and Socep.

)y I BT OOAT O NOAT OEOEAO 1T &£ 1 OEAO AOU AOI E AOA
following port operators: Comvex, Chimpex, Decirom, Minmetal, Romned Port Operator,
Socep and TTS Operator.

yT #1711 O0AT A 01 00 @eEkadh whittooker Modérn fécilitikespAdE T A O
operating conditions for portcontainer vessels. The container terminals are operated by,
#1711 OOAT A 37 OOE #1171 OAETAO 4AOIi ETAT h 31 AAPh !0

There are several companies operating general ago. Perishable goods can be stored in
adequate conditions in refrigerated warehouses and are usually handled by specialised
stevedoring companies: Frial, Romned Port Operator, Chimpex, Decirom, Casa de Expeditii
Phoenix and Socep.

Important quantitesof OET AAO 11T AAAA ET OEA 0100 T & #1171
are handled by Decirom, Rotrac, Casa de Expeditii Phoenix, Socep and Umex.

Specialised stevedoring companies that are efficiently providing handling operations for
metallic products: Minmetal, Decirom, Romned Port Operator, Socep, TTS Operator and Umex.

The Ferry - Boat terminal is operated by SNTFM CFR MARFA and offers excepion
facilities for the freight loaded in wagons, containers, trucks and transported by ferry vessels
and liner services on the Black Sea.

The most important companies

Chimpex (owned by Ameropa) - Chimpex is operating a total quay length of 2.26 km
including 10 operational berths with water depth of up to 13.5 m. The operating area has
360,000 n? and total covered storage capacity is 300.000 tons, having a max. daily intake of
aprox. 26.000 tons. There are 10 railway tracks and access for road transport.

CEEIi PA@ EAO AZ£ET EOEAA OAAAT O1l U A c-ofAneht OAOI E
terminal

has a storage capacity of 200,000 tons on 20 vertical cells, can receive cargo by barge (1
x400 tons per hour), truck (2 x 400 tons per hour) and rail (1x 400 toa per hour) and has a
vessel loading rate of 2 x 800 tos per hour. The investment was over 42 million Euro.

Umex- In the Umex terminal are handled about 1.000.000 tons of various cargoes every
year, mainly: Bulk cereals; Bulk and bagged fertilizers; Pregt cargo & heavy equipment;
Metallurgical products; Bagged/palletised general cargo.

The Terminal is developed on an area of 140.0002, including 120.000m?2 of concrete
open platforms and 20.000m2 of covered warehouses. For vessel operations there are 5
berths with 1020 | A O Addadléngth, having the possibility to accommodate and operate 6
vessels simultaneously.

Umex has acquired in May 2016 one new Duplex type forklift with a loading capacity of
16 tons and maximum loading height of 5,47 meters. Thacquisition was done in order to
increase the capabilities in handling metal products.

Comvex has a quay consisting of 5 berths, with a total length of 1,400 m and a depth of
water between 10,8 and 19 m. The unloading equipment consists of 3 cranes, eaok having
a discharge rate of 2,000 mt/hour.
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Comvex also has a specialized crane used for EACS type wagons. There is also a FALS
wagon discharge system in operation.

The loading quay consists of 3 berths with a total length of 600 m and a depth of water
between 6,67 m. There are three barge loading equipment with an average loading capacity
of 2,000 mt/hour each, opening the arm allowing simultaneous loading of 2 barges of 3,000

tons capacity.

The company also has the possibility to load the good s iniravagons via the railway
terminal which has a loading capacity of 20,000 mt/day. The storage space extends over an
area of approx. 600,000 square meters of which 155,996 square meters are located along the
quay.

Comvex started the investment of approx. 52nillion euros, excluding VAT, in a grain
terminal with a capacity of 200,000 tons, in the berth no. 80, where the draught is 19 m.

Oil Terminal S.A. has three storage farms through which the following products are
handled: crude oil, gasoline, gas oil, & oil, chemical and petrochemical products, oils from
import or for export and transit.

#1171 OOAT A 31 OOE # (ovinélAy DPANDIIdA \it® AnEuitirAate surface
AOAA T /&£ TOAO0O xo EA AT A vg EA AOOOAT OI U 1T BPAOA
vessel throughput capacity of approximately 1,200,000 TEU.

$0 71 OIA #1711 O00AT A T PAOAOAO 1T 0AO T &£ A O OA
deep draught of 14.5 m, being able to accommodate and operate large capacity vessels. The
main berth has 640 mlength and the feeder berth has 380 m.

10O OEA TA@O0 PEAOGA &£ O AAOGAI T PI AT O AO $0 71
(berths 126-130) will be completed subject to demand.

Socepis part of the DD Group, which includes the following companies: Casa deEditii
Phoenix zport operator, Celcgleading producer of AAC in Romania, Hotel Condor Mamaia,
Hotel Sulina

Neptun, Logistik Parkrenting land for industrial purpose, Socefin z financial
investment.

The container terminal operates in two berths: D51 and B2, having a total length of 470
m and a platform summing 150.000m2. The warehouse is located at the base of the pier,
receiving the cargo that is being transported in containers. The terminal has facilities to
operate RORO vessels.

Socep offers a wideange of terminal services such as: storage and operating containers,
storage and monitoring reefer ontainers, containers stuffing/unstuffing of any cargo type,
CODECO Gatr/Gate out reports, EDI capabilities and web access.

The general cargo terminal caosists of six operational berths: D35, D36, D37, D41, D42
and D43, with a length of 210 meters each.

Decirom uses 6 operational berths (23, 23/24, 47, 48, 49, 50) placed along the shoreline,

AT OE ET OEA O1 OOEAOT AT A 11 OOFErdilody lingsiehc.Oel A 0
total quay length is 1480 m and the water depth is 13,5 m. The equipment used by the port
operator include: 17 quay cranes, 13 forklifts and 27 tractors with trailers.

Decirom is operating general cargo including wood productstael bars and coils, sheet
paper and packages, metal, food, chemicals, scrap, etc.
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4EA 01 OO0 1 iEbathlabe@pdridndakiver port. Every day, more than 200 river
ships are in the port for cargo loading or unloading operations or waiting to be operated. The )
AAAEI EOEAO DPOT OEAAA AU OEA 0100 T & #1171 O0OAT A
Sig EAEAAT O NOAT OEOEAO 1T &£# AAOCT AOA AAOOEAA
Eastern European countries: Moldova, Bulgaria, Serbia, Hungary, Austria, Slovakia and
" AOi ATus &i O OEA 0100 1T &£ #1711 00AT A OEA OEOAO
ThetotalAAOCI OOAEZFEA OACEOOAOAA ET OEA EEO0O0O N
Midia and Mangalia was 13.35 million tons, 15.3 percent more than in the first quarter of last

year, when 11.57 million tons were registered. (sourcéttps://www.zf.ro/auto/aglomeratie -
in-porturile -romanesti-traficul -de-marfuri -a-crescut-cu-peste-15-17134852)

In order to cope with the future increae in the river traffic, the Maritime Port
! AT ET EOOOCAOQETT #1171 O00AT A EAO AOAxT OB OAOGAOAI
investment aims at improving navigation conditions and extending facilities for mooring river
ships in the southern areaof the port.

The two northern and southern dams shelter thenarbour and create optimum safety
conditions for port activities. Currently, the total length of the North Dam is 8,344 m and the
South Dam is 5,560 m.

4EA 01T 00 T &£ #1711 O0AT nddcapackylof okdr 128 millicd Aohs ahdD A OA O
depths in port basins up to 19 m.

These features are comparable to those provided by the most important European and
international ports, allowing access to and operation of tanks with a capacity of 165,000 dwt
and bulk carriers with a capacity of 220,000 dwt.

4EA 0100 T &£ #1171 O0OAT A OAOOGAO AEFEAEAT OI U O
countries of Central and Eastern Europe, including Austria, Bulgaria, Hungary, Moldova,
Slovenia, Slovakia, Ukraine and Sei

Port infrastructure development projects

YT ¢mpuv OEA - AOORonbas Arepareddnchuding & ellilm ahd long
term port strategic planning (until the year 2040) under the provision of a continuous port
development and efficient use of the existing resources and infrastructure (source: Master
0Ol Al 01 OO 1 &£ ¢pbri, DeCefmber 2006, E&nBtI& A dungBRINROS LACKNER
SE).

In these days there are some development projects regarding the port infrastructure
like:

E Modernisation of port infrastructure, by providing deeper approach channels and
basins and by increasig the navigation safety in the port ot | 1T O Q@&1iMaster Plan)

Implementation of Deep Water Specialized Berth (Berth 8 0) (S2 Master Plan)
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Figure 2.8. Loéal project on Constantza port map
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@ Expansion to 4 lanes of the road betweenage no.10 bis and Gate no.10 (S10 Master
Plan)

5DCOAAA 1 £ EI AOAOOOOAOOOA Al A Al QERODIHCT AT OAI
4AEEO DPOT EAAO EO PAOO 1T &£ OEA #1171 O00AT A 0100 A2
of a clean, safe environment, tis contributing to the protection of the ROSPA 0076Black
Sea area.

01 ATTAA POT EAAG ET OEAMaiNOO I £ #11 00AI §A | ¢

There are many other projects from the Masterplan of# T T O ORoit tha will be
implemented in the future, like:

RoRoand CarAOIl ET Al ET #1 1-Bgipydal(PieAll (S®OE 01 0O
Container Terminal on the artificial Island (without EPZ) (M5L2-L3-B)

LNG Bunkering Station at Berth no. 99 (M7)
Container Terminal at the Island 1st Stage (with EPZ) (MBA)
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Table 2.1 Principal characteristic from the harbours (source masterplan CN APMC)

Constan A #1 1 O0AI Mangalia Midia
Harbour Harbour Harbour Harbour

Total Area [ha] 817 3109 189.6 823.9
Land [ha] 495 818 32.9 223.8
Water [ha] 322 2291 156.7 600.1
Length [km] 3.5 10.46 2.9 6.8
Length [km] 15.5 14.6 0.5 2.2
Number berths 82 74 2 13
Deep water [m] 14 19 10 10

The Port of Midia is a merchant port with public infrastructure located on the west

AT AOGO

I £ OEA

"1 AAE

3AAhR

AAT 60O

EI AO

11T 00E

and Corbu. It has a total area of 834 ha, of which 600 ha represent the surface of the basin and
234 ha represent the surface of the territories. Vessels entering/leaving the port use the

Ol AAOOGAAA

i £ OEA

01 00O

T £ #1171 00AIT

A8

The Midia Port is positioned at a major point of the Romanian coastal area (e.g., Cape
Midia), at the junction between the northen and southern units of the Romanian Black Sea
coastline (see Figure 2.10 a). The Mididarbour is situated between the Northern Unit, a part
of the Danube Delta Biosphere Reserve (an area around 6,0008m

Figure 2.10. The aerial image of the R
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(Source:https://www.researchgate.net/figure/The -aerial-image-of-the-Romanian

Black Sea

Black-Seacoastalarea-including-the-Midia-Port_figl 299997581

To the north and south, the Midia Port is bordered by breakwaters, having a total length
of 6.97 km (see Figure.10 b). The harbour covers a total surface of 834 ha, of whiet234 ha
areais represented by land, and 600 ha by water. Within the port, there are 14 berths (e.g., 11

I PAOAOGEIT 1T Al
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4AEAOA AOA pt AAROOEO jpp 1 DPAOAOGEI T Al AAOOEOR
a total length of 2,24 km.

Table 2.2. Berths of Midia Port

Berth Length (m) [Max depth (m) |Cargo

174 532 9.0 Crude oil

578 637.6 9.0 Live stock

9 b4 9.0 Petroleum
products

10711 191.3 9.0 General cargo

3 b_erths belong to# 1 1 0O Shipmaintenanceand repair

Shipyard

Further to dredging operations performed the port depths are increased to 9 m at crude
oil discharging berths %4, allowing access to tankers having a 8 m maximum draught and
20.000 dwt.

Main cargoes: crude oil and derivatives, agribulk, GPL and metallioplucts.

Connections: road, railway, inlandvia Poarta AlbaMidia. a4 O1 K#&na)E

Facilities: Quay cranes 2 x 6.5(L.x 10t z Global Op.).

Storage: Warehouses = 3 x 720 = 2.160% and platform = 10.780m?2

Barges: There is a riveimaritime access in the port via Danubdlack Sea Canal (Poarta
Albaz. & OT ArAnoH

The Port of Mangalia is a merchant port with public infrastructure located on the
western coast of the Black Sea, about 20 Mm south of the pért/E  # | 1 &dddside td\ h
Mangalia city and the corresponding shipyardThe port has a total area of 187 ha, of which
156 ha represent the surface of the port basin, and 31 ha represent the surface of the
territories. The Port of Mangalia has an open ratstead.

el B / \

Figure 2.11. The aerial img-é of the Romanian Black Sea coastal area, including the
Mangalia Port location and DAMEN shipyard
(source: http://www.aries -shipping.ro/port -directory/port -information/mangalia -

port.php)
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Table 2.3. Berths of Mangalia Port

Berth Length (m) Ma>(<n(1j)e pth b[\::tr?; Location
General cargo 419 9.0 2 berth 1, 2
Technical Vessels 105 55 1 berth 4
Berth

Fitting-out Berth 95 5.579.0 1 berth 3

The N and S breakwaters have a total length of 2.74 km. There are 4 berths (2 operational
berths) with a total length of 540 m. The max. depth is 9 m.

Main cargoes: chemicals, fertilizers, bitumen, general cargo

Facilities: Quay cranes available: 1 x 120t, 3 x 50t, 1 x 15t, 4 x 6.3t.

Storage: Open storage of 20,0012 and covered storage of 4,300n2 available.

Legislation

Industry is one of the pillars of the European economygthe manufacturing sector in the
European Union accounts for 2 million enterprises, 33 million jobs and 60% of productivity
growth. We stand on the brink of a new industrial revolution, driven by newgeneration
information technologies such as the Internet of Things (IoT), cloud computingjg data and
data analytics, robotics and 3D printing. Recent studies estimate that digitisation of products
and services can add more than EUR 110 billion of annual revenue to the European economy
in the next five years However, hightech sectors face seere competition from other parts of
the world and many traditional sectors and small and medium enterprises (SMES) are
lagging behind. There are also large disparities in digitisation between regions.

For reasons of maximising efficiency and avoiding duiglation of efforts, there is a need
to build on existing national and Union platforms. The EU legislation therefore includes the
requirement on Member States to develop and maintain the necessary technical interfaces
for electronic data transmission to theSafeSeaNet. This will be further explored through the
linking with the National Single Windows (where information is reported once and made
available to the various competent authorities), once operational in 2015. Hence, under
normal circumstances, the ame maritime picture can be used for trade facilitation purposes
as well as for enforcement and control purposes in the fields of customs, sea border control,
health and general law enforcement.

(https://ec.europa.eu/transport/modes/maritime/digital _-services/safeseanet_ehn

To further enhance the situational awareness in the maritime domain and to provide
tailor-made solutions to authorities, vessel traffic monitomg Directive, has been recently
amended (Directive 2014/100/EU), accommodating exchange, sharing, monitoring,
surveillance, positioning and observation.

The European Parliament and the Council adopted Directive 2010/65/EU on reporting
formalities for ships arriving in and/or departing from ports of the Member States. This
directive is more commonly known as the Reporting Formalities Directive (RFD). The
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objective of the RFD is to simplify and harmonise the administrative procedures applied to
maritime transport and it sets an obligation for Member States to establish National Single
Windows (NSW) for reporting formalities from ships arriving in and/or departing from ports
by 1 June 2015 for the 14 reporting formalities listed in the Annex of the RFD. Theanmation
should be submitted electronically and only once thus removing the need of submitting same
or similar information separately to different authorities. Furthermore, the Directive requires
that the reporting formalities are requested in a harmonisednanner in all ports within an EU
country.

In 2016, the Commission launched a REFIT evaluation of the RFD together with the
VTMIS Directive. The outcome of the support study leads to the conclusion that the objectives
of the RFD were not (or only partially attained:

Paper reporting is still used to a certain extent in more than 50% of ports, often as
duplication;

1 Reporting is only fully digitalized and harmonized only in a few EU countries;

1 True single window submits only-once reporting is available only m a few EU
countries;

1 The information is seldom shared and raised, notably between EU countries;

Furthermore, not enough progress has been made on the EU level harmonisatioall
NSWs implemented are different. Therefore, the positive impact of Nation&ingle Windows
is small, sometimes even negative for the shipping industry.

The Member States and the industry are requesting the Commission to act urgently. On
29 March 2017, the EU Transport Ministers underlined in the 'Valetta Declaration' the
shortcomings of the Reporting Formalities Directive and invited the Commission to propose
a follow-up to the evaluation of the RFD, which would include a harmonised European
Maritime Single Window environment. In their joint statement on 1 March 2017, major EU
shipping associations urged the EU to launch a fundamental overhaul of the Reporting
Formalities Directive with a view to create a true European Maritime Single Window
environment. The Valletta Declaration was endorsed by the Council of the EU on 08 June,
2017. (https://ec.europa.eu/transport/modes/maritime/digital _-services/e-maritime_en)

The option of basing harmonisation on a system of mandatorport community
systems (commercial platforms) was discarded early in the analysis, as fewer than half of all
EU ports have such systems today. Makingort community systems mandatory was
considered disproportionate and inconsistent with the subsidiarity principle. It would al®
have incurred high additional costs for both Member States and industry. The main impact of
the options analysed is to reduce the administrative burden on shipping operators. This will
in turn boost the efficiency and competitiveness of maritime transpdr with a slight shift
between transport modes (from road to waterborne transport) as the likely result. It will also
Ei pOI OA OEED I AOGOAOOGSG EIT A NOAI EOU ADIBOIBAEA OE
(COD)rproposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
establishing a European Maritime Single Window environment and repealing Directive
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2010/65/EU & The benefits are substantially higher in a comprehensive scope scenario than
in the limited scope option. The costs arise primarily from the need to adapt and maintain the
technical specifications and IT systems on which the harmonised reporting gateways will be
based. Compared with the baseline costs of running the National Single Windowslay, both
Member States and the EU will need to make a oneff investment, and annual operational
costs will be slightly higher. fttps://ec.e uropa.eu/transport/sites/transport/files/3rd -
mobility -pack/com20180278-proposal.pdf)

The integrated maritime services are used by other EU Agencies e.g. providing
operational services in the areas of anpiracy, fisheries campaign monitoring and border
control on behalf of EUNAVFOR, EFCA and FRONTEX, respectively. It is also supporting the
objectives of MAOEN, a platform for cooperation in the fight against illicit drug trafficking by
sea.The services are also offered to all EU/EEA states, allowing theo make full use of the
system and can be tailobmade for specific national purposes such as coastal radar or patrol
assets. In future, users will also be able to access vessel behaviour patterns and meteorological
and oceanographic dataBy developing he system and platform in this way it supports the
facilitation and establishment of the maritime internal market z the European Maritime
Transport Space without barriers while still maintaining safety, security and sustainability.

Resolution no. 517/1998regarding the establishment of the National Company

O- AOCEOGEI A 01 000 ! Al-Eb. EvithGddeGuErt dmertindn®&nd 1 Ac
completions

https://ec.europa.eu/digital -single-market/en/news/final -report-study-egovernment
and-reduction- administrative -burden-smart-20120061

European Commission, White paper: Roadmap to a Single European Transport Area,
COM(2011) 144 final http://eur -lex.europa.eu/legat
content/EN/TXT/PDF/?uri=CELEX:52011DC0144&from=EN

Communication and action plan with a view to establishing a European maritime
transport space without barriers, COM (2009)10 final

Council conclusions on Priorities for the EU's maritime transport policy until 2020:
Competitiveness,Decarbonisation, Digitalisation to ensure global connectivity, an efficient
internal market and a world-class maritime cluster, adopted by the Council at its 3545th
meeting held on 8 June 201 http://data.consilium.europa.eu/doc/document/ST -9976-
2017-INIT/en/pdf

Council conclusions on the digitalisation of transport, adopted by the Council at its
3581st meeting held on 5 December 2017
http://data.consilium.europa.eu/doc/document/ST -15431-2017-INIT/en/pdf

Joint industry statement, 1 March 2017,
https://www.europeanshippingweek.com/joint -industry -statement-clia-europe-eba
ecasbaecsaempa-eta-etf-euda-interferry -wsc/
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single maket for shippingz time to make it happen http://www.ecsa.eu/news/single -
market-shipping-time-make-it-happen

https://ec.europa.eu/info/sites/info/files/mobility_and_transport_1.pdf

International Maritime Organisation's Convention on Facilitation of International
Maritime Traffic adopted by the International Conference on Facilitation dflaritime Travel
and Transport on 9 April 1965

Directive 2002/6/EC of the European Parliament and of the Council of 18 February 2002
on reporting formalities for ships arriving in and/or departing from ports of the Member
States of the Community (4) requies Member States to accept certain standardised forms
(FAL forms) in order to facilitate traffic, as defined by the International Maritime Organisation
(IMO) Convention on Facilitation of International Maritime Traffic (FAL Convention)
(https://eur -lex.europa.eu/legatcontent/EN/ALL/?uri=celex:32002L.0006 )

Directive 2010/65/EU of the European Parliament and of the Council of 20 October
2010 on reporting formalities for shipsarriving in and/or departing from ports of the Member
States and repealing Directive  2002/6/EC  [fittps://eur -lex.europa.eu/legat
content/EN/TXT/?qid=1542 486706098&uri=CELEX:32010L006%

Proposal for a Regulation of the European Parliament and of the Council establishing a
European Maritime Single Window environment and repealing directive 2010/65/EU
(https://eur -lex.europa.eu/legatcontent/EN/TXT/PDF/?uri=CELEX:52018SC0181&rid=5

Regulation (EC) No 725/2004 of the European Parliament and of the Council of 3haidh
2004 on enhancing ship and port facility security
(https://publications.europa.eu/en/publication -detail/ -/publication/e eccddc#070a-473c-
9c21-3740d61felbd/language-en)

Regulation (EU) No 952/2013 of 9 October 2013 laying down the Union Customs Code
(OJ L 269, 10. 10. 2013) (only part of customs formalities currently covered by the RFD scope)
(https://eur -lex.europa.eu/legatcontent/EN/TXT/?uri=CELEX%3A32013R0959

Report from consultation event with the HLSG expert sugroup meeting on Single
Window, Brussels, 26th October 2017; Consultain synopsis report, Annex 2

Communication from the Commission to the European Parliament, the Council, the
European Economic and Social Committee of the Regions, European Union Strategy for
Danube Region, COM/2010/0715 final

General Master Plan of Transpadiin Romania Revised final version of the Report on the
Master, Short and MediurdTerm Plan, Ministry of Transport, September 2014
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Regulation (EU) 2017/352 of the European Parliament and of the Council of 15 February
2017 establishing a framework for provsion of port services and common rules of the
financial transparency of ports

Regulation no. 1315/2013 of the European Parliament and of the Council on Union
guidelines for the development of the transEuropean transport network and repealing
Decision No ®1/2010/EU

Special Report Inland Waterways Transport in Europe: Since 2001, there have been no
significant improvements in terms of modal share and navigation conditions, the European
Court of Auditors, Luxembourg, the Publications Office of the Europeamidn, 2015
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2.2 The analysis of the existing situation and deficiency identification

The analysis of the existing situation was based on the research carried out on the
x AAOEOAO 1T &£/ OEA #1711 O0OAT A - AOEOEI A Aothody® ! Al E
(RNA), as well as on the interviews conducted by the research team with members of the two
mentioned authorities.

Also, the research team has conducted interviews with representative port operators as
well as IT experts from companies on the pomlatform.

From a methodological point of view, the respondents had to respond to a questionnaire
with relevant field specific questions that revealed important information about the document

flow within the company and the relationship with the port authaity and its partners.

According to the European Port Community Systems Association (EPCSA) guide for Port
Community System usersthey are members of a port community, which may differ from
one port to another,andthey may be divided into four groups:

The first group consists of coordinators and regulatory authorities : this group
consists of two subgroups.

The first sub -group consists of the port authority, the naval authority and the port
i AOOA O 6 the pbriEdBEcknter, responsible for the panning, coordination and control
of port activities.

The second subgroup consists of members who carry out activities to maintain a high
level of security in the seaport: customs, port police and various inspection services.

The second group is represented by port users : it includes shipping companies,
pilotage companies, tugs, service companies, shipping agencies and freight forwarders
(logistics-shippers). Port user terminology are recommended by Institute of Chartered
Shipbrokers (www.ics.org.uk).

The third group is represented bycarriers : rail and road transport operators.

The fourth group is represented byother members : companies that do not participate
directly in the operations carried out in the port,such as banks and insurance companies.

11 T &£ OEAOA cOi 6p 1 AT AAOO AOA OAEAOOAA Oi

A port community consists of members, private and public entities, operating in the port
AOAA AT A DPOIT OEAET C DI OO0 OAOOEAllkdaomit actlhibes OO Al
related to the arrival of ships and goods that are carried out in the port region. The port
community area varies from port to port, depending on the size and development of the
seaport, but generally, it includes a surrounding owider area close to the developed logistic
- transport network.
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During regular shipping operations, the entire port community should act in
coordination and should agree on an hourly work plan when data is loaded into the IT system.

The complexity of activties carried out in a seaport, mainly given by the variety of
stakeholders representing the port community, as well as the large number of data, messages
and documents exchanged between the port community members, highlights and enforces
the need to implement integrated ICT systems to maintain competitiveness on the port level
and to achieve superior service quality.

A large number of stakeholders, depending on the activities and type of activity, have a
role to play in the functioning of the Port Communig. Actors communicate with each other
through various means (paper documents, fax, telephone;reail, radio communications).
Data is often copied multiple times, from one document to another or sent/received from
several devices belonging to the port commity members, resulting in errors and slowing
processes in seaports.

In the figure below we illustrate the complexity of communication between the port

community members and the way in which the exchange of documents and information
between stakeholders n the port area is currently taking place.

to

A

HANDLING '
COMPANY ‘ l
‘\

INSPECTION
SERVICES

AUTHORITY

Figure 2.12 Exchange of information and documents between stakeholders in the port
area currently

Asit can be easily noticed, the transfer of information is varied and apparently chaotic,
with a great deal of redundancy in transmitting it to different entities, both in electronic
format, especially printed and scanned or reported orally whereas this information is loaded
manually into the system for each port operator and for each category of goods.
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Administrative processes related to the arrival and departure of ships to and from the
port (and also the movement of ships within the port to different operating terminals) include
numerous documents and certificates. During the research, data from vessetiaal forms was
analysedto identify repetitive entries. The analysis has shown that a large number of ship data
is repeated many times, increasing the possibility of errors and causing unnecessary losses
due to the multiple input of manual data.

Each memler of the port community provides a set of activities (according to their
specificity) and therefore participates in maritime and port operations.

4EA #1171 O0AT A - AOEOEI A 01 OO0 ' Ai ETEOOOAOQET I
and creator of the port cevelopment strategy and coordinator of the entire Port Community.

The port authority is a field manager responsible for the safe, sustainable and

competitive development of the port.

The Government of Romania issued Decision no. 517/1998 regarding the abtishment
of the National Company Constanta Maritime Ports Administrationvhich is organized and
operates in accordance with the laws in force and has the status set forth in the appendix
which forms an integral part of the judgment establishing.

Under the provisions of Law 235/2017, port administrations are set up according to the
form of ownership of the port infrastructure that may belong to the public or private domain
of the state; the public or private domain of the administrativeterritorial units; or the private
domain.

Thus, CNAPMUJs the institution designated by the Ministry of Transport whichfulfils
the function of port authority and has as main activity the application of the port policy
elaborated by the Ministry, the coordination of the actiities taking place in the ports and the
implementation of the port infrastructure development programs. In this respectCNAPMC
ensures the management of the ports and follows or ensures the provision of the port security
services such as:

Z 0EI | é&dopdandivE vesselsat and from ports, and or between berths of the
same port;

Emaneuverertowing of seagoing andiver vessels in ports,

E %l OOOA OEA AAOOUET C 100 1T &£ AT AEI 1T AOU AAOI
maintenance and repair of the shipping infrastructure, coastal and floatingignalling for
navigation, maintenance dredging to ensure depths in ports and the assasice of ships to the
operation of dangerous goods, the takeover of residues andaste water ships and general
garbage collectionincluding ships.

Port Operators carry out cargo planning and handling activities. In order to ensure that
the processes they arry out are performed in accordance with the regulations, the transport
police, customs authorities and inspectorates supervise the carriage of goods and ensure
safety in the seaport.
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The customs authority is also responsible for collecting certain govement taxes. The
port users (shipping companies, passengers, shipping agents, freight forwarders, etc.), on the
basis of concession/rental contracts, carry out various activities in the port area: towing,
storage, cargo handling etc.

Maritime agents and freght forwarders have a special role as coordinators in the
process of ship arrival/departure and of importing or exporting cargo through the port.

Carriers are important members of the port community because they allow the flow of
goods to and from the pot, on rail, road, river or at sea.

Other members of the port community do not participate directly in maritime
operations; for example, banks and insurance companies.

In the Romanian ports, there is a large traffic of data, documents and messages, which
are exchanged daily between the members of the port community and the port authorities.
The exchange of documents is partly achieved on electronic support, but mainly on paper,
which implies higher costs, the possibility of errors (largely due to multiple iputs of the same
data) etc.

The longevity of the whole process should be a significant driver for the implementation
of modern ICT systems.

The most important documents in maritime and port operations are:

f{Cargo Manifest: description of goods to be loadeat unloaded into/out of the ship.

fAnnouncement from the railway carrier: Communication with CFR infrastructure by
daily notification of goods arriving on or leaving the railways and accessing the port operator
at the port.

fDeclaration confirming that the carrier has received the cargo for transport on the ship
and agrees that upon completion of the shipment it will deposit the goods to the authorized
holder of a transport document. The quantity of goods specified in the traport document
must be the same as that of the Carddanufacture.

MIBEED ! OOEOAI 2ADPi 009 DBOT OEAAO AAOAEI O 11 O

fDeclaration on dangerous/polluting goods: declaration of the presence of hazardous
cargo on board and compliace with the rules by the ship in the transport of dangerous goods.

f{Hazardous Goods Declaration: Report to the Port Authority on loaded/unloaded cargo
classified in accordance with the International Maritime Dangerous Goods Code.

MIBEEDPS6 O DAOI E Gicat vith th&dhoreA thd idsu@ of a permit for the ship to
access the inland port area.

fVessel departure permit: release of a permit for the ship to leave the port.

fBerthing report: report of the ship mooring at the operation berth for carrying out
loading or unloading activities.

fiCargo Manifest: description of goods to be loaded or unloaded.

T Notification from the railway carrier: Communication with CFR infrastructure
(Romanian Railway Company) by daily notification of goods arriving or leaving by railwagnd
accessing the port operator in the seaport.
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{Declaration confirming that the carrier has received the cargo for transport by ship and
agrees that upon completion of the shipment to deposit the goods with the authorized holder
of a carriage document. Tl quantity of goods specified in the carriage document must be the
same as that in the Cargo Manifest.

It has been ascertained that there are currently a number of applications in the
computerized system for port activity, which regulate part of the datdlow required at the
I DAOAOGET T Al 1 AOGAT 1T &£ OEA #1711 O00AT A - AOEOEI A
existence of other applications partially taken over from the Romanian Naval Authority (RNA),
which allow the exchange of institutional data.

s N oA s s 4 £ A XN £ oA s oA z -

ConsdT A - AOEOQEI A 071 00 ! Alapopie@® Solutibk in1199& | B1 Al
namely NEPTUNnformation System, consisting of a highly integrated ERP application system
covering some of the activities characteristic for port administrations. The integratedERP
system implemented within the administration is outdated (over 20 years old) and is not
connected to the new needs of the port administration in accordance with the national and
European legislation and is not in line with the new EU directives to whit Romania is a
signatory. NEPTUN Information Systenincludes applications designed toautomate the
following types of activities:

fPort activity: Management of sea and river traffic (ships, arrivalsmanoeuvres
departures), cargo traffic, port events;

fFinancial, Accounting: Financial Management, Financial Accounting, Management
Accounting, Budgets, Fixed Assets, Inventory Objects;

ffCommercial: Contracts, Litigation, Ship Repositories, Rental Deposits, Billing;

fMaintenance: Equipment Maintenance/Repair, Infrastructure andSuperstructure
Maintenance, Invoice Calculation Interface, Maintenance/Repair Material Stocks, Supply of
Maintenance/Repair Materials, Fuel Consumption for Ships and Heat Plants;

fServices: Distibution services of communications, electricity, heat, water;
Miscellaneous services; General inventory management; General Management of Supply;

flinvestments: Investment Plans, Public Procurement, Management of Works Invoices;

ffHuman Resources, Payroll: Eployee Record, Recruitment, Assessment Center,
Remuneration;

fAccess Control: Managing Port Access Information;

fManagement Information System: Analysis of Financial and Accounting Indicators,
Port Traffic Analysis.

Based on the audit carried out at the spmalized departments of APMC, it has been
ascertained that they use applications for port activities available in the structure of the IT
system. These applications are used computationally in the following activities:

V pilotage bulletins, manoeuvrespermit OE OT OCE OEAue®3EEAOKAORAN
IPS (Integrated Port System) ) S
Vv Management of vessel movement in port and freight traficO0 1 OO AAOEOE O

mode of theNEPTUNInformation System.
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V. Management of free passes in the port area for cars by means of thet A o) o
Il AAAOGO #110601T106 1 TAA T &£ OEA . ADOOT #11DOOAO 3
\% Applications for access the management of applications for individual access
cards

When a ship/vessel arrives in a Romanian porthe following general information must
be available(source http://navlomar.com/romanian _-ports):
1. ETA/ETD;

2. 6 AOOAT 60 1T AT Ar &l O0i A0 T AT AOdr AAI 1 OECI 1T£E
3. IMO number/MMSI number;

4. Type ofvessel/year of built;

5. GRT, NRT, DWT, LOA, breadth;

6. Maximum draft, arrival draft, intended departure draft;

7. | xT AO8OFY/ PAOAOT O6OT#EAOOAOAOGEO T AT A AT A
8. I CAT 060 TAI A AT A AAAOAOON

9. -AOOGAOBO &OIT T1AI AN

10. Number of crew (including master)/number of passengers

11. Purpose of call;

12. Last port of call/next port of destination;

13. Cargo on board, cargo to be discharged/loaded, quantities/hatch distribution.
(if dangerous cargo, UN number/class in accordance with IMDG or IBC, BCH, IGC, INF Code
must be specified);

14. Quantity of ballast to be discharged and provenance;

15. Capacity of sludge/bilge tanks, Quantity of sludge/bilge;

16. SEEDGEO OOAOOOT OU AAOOEZEAAOAO AGPEOAA I

17. Validity of ISM certificates (DOC, SMC);

18. Date and place of last PSC report;

19. Any deficiency of hull matinery or equipment may affect safananoeuvrability
of the vessel, affect the safety of the other vessels, constituéehazard to the marine
environment, to person or property;

Also there is supplementary information for tankers only:

Whether gas free ofin an inert condition;

Validity of Civil Liability Certificate (for tankers of more than 2,000 dwt.);
Quantity of segregated/clean/dirty ballast on board;

Quantity of ballast to be delivered ashore;

Capacity/quantity of slop tanks;

COW time, if to bgerformed

ok~ wdhPRE

Required documents:
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FAL documents:

15 (copies) IMO General Declaration,

15 (copies) IMO Cargo Declaration

fo | AT PEAOQ 3EEDPB8O 301 OAO , EOO
12 (copies) Crew Effecs Declaration

15 (copies) Crew List

15 (copies) Passenger List

12 (copies) Cargo Plan

11 (copy) Maritime Declaration of Health

11 (copy) Deratsation Certificate, Deratsation Exemption Certificate
11 (copy) Phytosanitary Declaration

72 (copies) SanitaryVeterinary Declaration (in case of vessel carry perishable and

agricultural cargo, live animals etc.)

The FAL documents will be dated and signed by Master, authorized Agent or Officer. In

addition to the above, the following documents have to bavailable on board:

1. For all ships:

Vv Certificate of Registry

Vv International Tonnage Certificate

Vv International Load Line Certificate

Vv International Load Line Exemption Certificate

Vv Stability Information for Passenger Ships and Cargo Ships
Vv Minimum Safe Mannirg Certificate

\% Certificate for Masters, Officers and Ratings

\% International Oil Pollution Prevention Certificate:

\% Record of Construction and Equipment for Ships other than Tankers
\% Record of Construction and Equipment for Oil Tankers

\% Shipboard Oil Pollution Energency Plan

\% Document of Compliance (copy)

Vv Safety Management Certificate

2. In addition to the requirements in the section 1, the passenger ships must have on

board:

V Passenger Ship Safety Certificate
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Record of Equipment for the Passenger Ship Safety Gicate
Exemption Certificate

Special Trade Passenger Ship Safety Certificate

Special Trade Passenger Ship Space Certificate

w

In addition to the certificates mentioned in the section 1, the cargo ships must have on
board:

Cargo Ship Safetfonstruction Certificate

Cargo Ship Safety Equipment Certificate

Record of Equipment for the Cargo Ship Safety Equipment Certificate

Cargo Ship Safety Radio Certificate

Record of Equipment for the Cargo Ship Safety Radio Certificate

Exemption Certificate

Document of Compliance with the Special Requirements for Ships Carrying
Dangerous Goods

Dangerous Goods Manifest or Stowage Plan

Document of Authorization to Load Grain

Certificate of Insurance or Other Financial Security in Respect of Civil Liability forlO
Pollution Damage

<K<K KKK KL

< <<

4. In addition to the requirements mentioned in sections 1 and 3, all ships carrying
noxious liquid substances must have on board:

V International Pollution Prevention Certificate for the Carriage of Noxious Liquid
Substances in Bulk (NS Certificate)
V Cargo Record Book

5. In addition to the requirements mentioned in the sections 1 and 3 all tankers for
chemical products carriage must have on board:
V Certificate of Fitness for the Carriage of Dangerous Chemicals in Bulk (or
International Certificate of Fitness for Carriag)
V Certificate of Fitness for the Carriage of Liquefied Gases Bulk (or International
Certificate of Fitness for the Carriage of Dangerous Chemicals in Bulk)

6. In addition to the requirements mentioned in the sections 1 and 3, all the tankers for
liquefied gases carriage must have on board:
V Certificate of Fitness for the Carriage of Liquefied Gases in Bulk (or International
Certificate of Fitness for the Carriage of Liquefied Gases in Bulk)
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7. In addition to requirements mentioned in the sections 1 ang, all the high speed craft
must have on board:
V High Speed Craft Safety Certificate
V Permit to Operate High Speed Craft

Other Certificates
Special Vessels

V Special Purpose Ship Safety Certificate
V Additional Certificate for Offshore Supply Vessel€arrying Limited Quantities of
NLS in Bulk

Diving Systems Diving System Safety Certificate

Dynamically Supported Craft - Dynamically Supported Craft Permit to Operate
Mobile Offshore Drilling Units - Mobile Offshore Drilling Unit Safety Certificate
Noise Survey - Noise Survey Report

Note: All the certificates required on board must be original.

A4EA O- AOEOGEI A 3ETCIA 7ETAI x6 Al AAOOITEA bl /
Naval Authority on the basis of the implementation of the Maritime Single Wirav Directive
2010/65/EU which has been active since June 2015. Thus:

(1) Vessels shall report data electronically
(2) Vessels shall report the following data in a predefined format only once:

172h PSC prearrival naotification Ship Agents
24h Pre-arrival Port Plus Notification
TArrival notification

I Departure notification

T Notification of dangerous or polluting goods carried on board
fNotification of waste and residues
fNotification of security information

fBorder checks on persons

fMaritime Declaration of Health

TFAL form 1: General Declaration

T FAL form 2: Cargo Declaration
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1&! , &I O od 3EE
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TFAL form 5: Crew List

TFAL fam 6: Passenger List
TFAL form 7: Dangerous Goods

P60 301 OAO $AAI AOAOGEIT 1
x00 wWEAAAOO

(3) National authorities shall cooperate with each other

(4) MSW shall use the same types of data as detailed under no. 2) once

Following the discussions with the shipping agencies, it has been establish¢hat
currently reports to port authorities of formalities of reporting for ship arrival and/or
departure from Romanian ports (documents currently provided for in Directive 2010/65/EU
- Directive on Formalities of Reporting

http://www.europarl.europa.eu/RegData/etudes/BRIE/2018/615681/EPRS_BRI(201
8)615681 EN.pdf) including standard forms and certificates issued under the FAL
Convention, are maden printed format , although the IMO recommends using the electronic
exchange of information and the use of-eertificates. It is worth mentioning that the IMO has
adopted guidelines for the use of electronic certificates as early as 2016

(http://www.imo.org/en/OurWork/Facilitation/Electronic%20Business/Documents/
FAL5-Circ.39-Rev.2%20
%20Guidelines%20For%20The%20Use%2001{%20Electronic%20Certificates%20(Secretari
at).pdf).

The Maritime Single Window application from the Romanian Naval Authority (ANR),
which allows the exchange of institutional data, informs on the follwing reports (according
01 OEA O- A1 OAl On8to6 FImMBwroAOEOEI A 3ETCIA 7

Report forms according to EU legislation

fNotices of ship arrival at/departure from ports in EU Member States (Article 4 of
Directive 2002/59/EC establishing aCommunity vessel traffic monitoring and information
system);

172h prior notice for ships eligible for expanded inspection (Article 9 of Directive
2009/16/EC on Port State Control);

T Arrival/Departure Notice (Article 24 of Directive 2009/16/EC);

fiBorder controls on persons (Article 7 of Regulation (EC) No 562/2006 Schengen
Borders Code);

T Notification of dangerous or polluting goods carried on board (Article 13 of Directive
2002/59/EC establishing a Community vessel traffic monitoring and information system);

fNotification of waste and residues (Article 6 of Directive 2000/59/EC on port reception
facilities for ship-generated waste and cargo residues);
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http://www.imo.org/en/OurWork/Facilitation/Electronic%20Business/Documents/FAL.5-Circ.39-Rev.2%20-%20Guidelines%20For%20The%20Use%20Of%20Electronic%20Certificates%20(Secretariat).pdf
http://www.imo.org/en/OurWork/Facilitation/Electronic%20Business/Documents/FAL.5-Circ.39-Rev.2%20-%20Guidelines%20For%20The%20Use%20Of%20Electronic%20Certificates%20(Secretariat).pdf
http://www.imo.org/en/OurWork/Facilitation/Electronic%20Business/Documents/FAL.5-Circ.39-Rev.2%20-%20Guidelines%20For%20The%20Use%20Of%20Electronic%20Certificates%20(Secretariat).pdf
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T Notification of security information (Article 6 of Regulation (EC) No 725/2004 on
enhancing ship and port facity security);

T Entry brief declaration (Council Regulation (EEC) No. 2913/92 Community Customs
Code and Regulation (EC) No 450/2008Modernized Customs Code).

o0 FAL declarations according to international legislation (declarations FAL-Z, health
maritim e declaration);
o Information to be provided according to the national legislation:
Goods formalities;
fWaste delivery notice
fFuel remaining on board;
T Civil liability certificate for damage caused by hydrocarbon pollution;
1Ship damage.

ANR also has the RQR Il system that could provide important data for APMC regarding
OEEDPO AT OAOETI ¢ OEA OAADPI OO0 j#11 OOAT Ah -EAEA
Sea or the Danube.

The RORIS 1l system consists in a ship identification and tracking senswtwork like
the AIS (Automatic ldentification System), radar and CCTV (Close Circuit Television). The
concept and structure of the communications support network is completely redefined by the
digital transfer of all information (including voice messages)into IP (Internet Protocol)
technology.

According to their home page littp://www.roris.ro/portal/prezentare  -ris/sistem -
ris.aspX), the RORIS Il system provides the following services:

f'voyage electronic reporting;

fnotices for navigators;

fwater lock management;

fship traffic statistics;

fiship registration/ tracking application - it is a flexible and fast tool that provides an
overview of Romanian flag vessels and their evolution over time in terms of technical
characteristics and legal status;

fseafaring personnel application/database - it provides a computerized work
environment in the areas of electronic document management and archiving by providing a
solid platform for managing and archiving documents and records;

fldatabase application for ship identification (hull database);

Among the RIS services mentioned above, the followimgay be useful for APMC:

felectronic voyage reporting (of interest to APMC would be the ERINOT message);

fiship traffic statistics;

fiship registration/tracking application - is a flexible and fast tool that provides an
overview of Romanian flag vessels and tlie evolution over time in terms of technical
characteristics and legal status;

PCS Technical Specification Overview Project cofunded by European Union funds (ERDF, IPA)
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{Database application for ship identification (hull database);
fiDangerous Goods vessel monitoring application;
T Synthetic information on inland waterway traffic

The two Single Whdow interfaces, namely the MaritimeSingleWindow, as well as the
RORIS II System, already implemented by the Romanian Naval Authority, could successfully
integrate into the architecture of a Port Community System and many types of data from these
applications can be interchanged:

fReaktime ship tracking and record data (AIS and Radar)
flcargo information;

fldangerous goods;

{statistical data and analyses;

fisensor information: radar, AIS;

flother information from ANR management:

o] a database of ship andhip-owner information, etc.;
o] a database of seafaring personnel.

fReaktime ship localization (AlS and Radar);

Also, on a port operator level, there are different IT applications for data and
information exchange with port authorities, part of them develped by APMC and/or ANR and
made available to operators for data reporting.

Some of the port operators have developed their own IT applications precisely in order
to streamline their work in the company and meet the requirements enforced by port or
maritime authorities.

The major disadvantage of this nosntegrative development is given by the
heterogeneity of computer systems and data formats that do not allow direct interconnection
between systems.

For the management of the freight flows that come via favay routes, the port
operators have the right to use the various applications implemented by the Railway
Informatics

(https://www.infofer.ro/in _dex.php/ro/companie/informatii _-de-interes-
public/sisteme -si-aplicatii),

through which they route their freight train convoys to different operating terminals.
Among the useful applications developed by the Railway Informatics and which can be
integrated into the future PCS platform, let us mention IRIS ARGUS software application
specializing in the management of railway freight operations, the APOLLO application, which
allows the tracking of commercial sales, settlement and statistical reporting activities in the
rail freight transport, electronic completion and managementof transport documents in
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accordance with national and international regulations and technical specifications for
Interoperability for Telematics Systems (TAF TSI) etc. The implementation of modern
integrated ICT systems is therefore one of the key facto’El O OEA ET Al OOET 1
Midia and Mangalia) in modern logistics flows, with the final result of achieving and
maintaining competitiveness in the world maritime trade. As the flow of information required

to be reported is diverse and massiveit is necessary to implement a platform to which all
stakeholders (members of the port community) have access and can exchange necessary
information for their fluidization.

2.3 Demand analysis, medium and long -term prognoses;

Any technological leap in the raritime field has as its rationale and source of financial
and logistical support the freight flows and high freight traffic in the port area.

Among other countries reporting maritime freight data to Eurosat, Romania handled
close to 462 million tons of goods in 2016 being on the 21st position in EU28 in terms of total
tonnage of seaborne goods handled.

Table 2.4: Gross weight of seaborne goods handled in atirs, 2006-2016 (in million
tons) Source: Eurostahttps://ec.europa.eu/eurostat/statistics -
explained/index.php/Maritime_ports_freight_and_passenger_statisis#Most_EU_maritime_f
reight_transport_is_with_extraEU_partners

2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 Growth | Growth

rate rate
2015-2016 2006-2016
Total Total Total Total Total Total Total Total Total Total Inwards Outwards Total ) )
Eu-28 38604 39656 39457 34668 3671.0 37861 37427 37192 37904 38405 22903 15705 38608 +0.5 +0.0
Beigium 2189 236.3 2438 2034 2282 2328 2240 228.1 2379 2415 1378 1149 2527 ~46 +15.4
Bulgaria 275 249 26.6 219 229 252 26.0 288 272 272 131 156 28.7 +5.6 +4.3
Denmark 107.7 109.7 106.1 206 871 926 878 884 922 95.1 565 394 95.9 +0.8 -10.9
Germany 3028 3151 3206 2629 2760 296.0 2088 297.3 3037 2059 1752 1219 2971 +0.4 1.9
Estonia 50.0 450 362 385 460 485 435 429 436 350 111 225 336 3.9 -32.8
Ireland 633 541 511 418 451 451 476 46.7 475 50.7 337 17.0 50.8 +0.2 4.8
Greece 1594 1643 1525 1354 1291 1353 1533 161.0 168.5 167.0 950 80.1 1751 +4.8 +9.8
Spain 4144 4266 4161 3635 3771 4038 4199 3975 4277 4470 2538 1975 4513 0.9 +8.9
France (") 3503 3468 3520 3156 316.1 3223 3033 303.0 2982 2979 1963 959 292.2 -1.9 -16.6
Croatia 263 30.1 292 234 243 219 19.0 19.4 186 18.9 127 58 186 2.0 -29.5
Itaty 5202 537.3 526.2 4599 4941 4999 476.8 457.1 4431 4580 2960 1659 462.0 +0.9 1.2
Cyprus 77 75 8.0 6.8 7.0 66 6.2 7.2 7.2 103 66 37 103 0.1 +33.7
Latvia 56.9 61.1 61.4 60.1 58.7 67.0 727 67.1 718 67.8 5.4 546 61.0 -10.1 7.2
Lithuania 272 293 364 343 379 427 410 39.8 411 431 167 295 46.2 7.2 +69.8
Maita 386 32 34 34 38 33 33 31 35 = 3 34 04 3.8 +2.2 +5.9
Netherlands 4772 507.5 530.4 4831 5387 5507 557.3 558.5 5716 5943 3983 1905 588.8 0.9 +23.4
Poland 53.1 52.4 488 451 595 57.7 58.8 64.3 68.7 695 410 320 729 +4.9 +37.3
Portugal 66.9 68.2 65.3 617 66.0 675 67.9 78.2 80.2 868 538 375 91.3 +5.3 +36.6
Romania 46.7 48.9 50.5 36.1 38.1 389 395 4386 438 445 206 257 46.3 +4.0 0.9
Slovenia 155 15.9 16.6 134 146 16.2 16.9 17.2 18.0 19.9 14.1 71 21.2 +6.2 +36.7
Finland 1105 1148 1147 932 1093 1155 105.1 105.1 105.5 100.0 520 539 105.9 +5.9 4.2
Sweden 1805 185.1 187.8 1618 1796 1771 173.0 161.6 167.5 169.7 931 782 1713 +1.0 5.1
United Kingdom 583.7 5815 562.2 500.9 5119 5195 500.9 503.3 503.2 4967 303.1 1809 484.0 2.5 7.1
Icetand 59 6.1 6.6 62 6.0 6.1 6.4 68 6.7 71 53 21 7.4 +4.3 +25.8
Norway 196.8 198.5 192.4 1826 1951 199.0 206.0 207.1 200.8 1936 59.3 140.8 2001 +3.4 1.7
Montenegro = = . 12 13 1.2 15 o8 o8 16 +8.7 :
Turkey 3053 2939 338.1 359.1 3747 379.4 3787 4118 2449 1809 425.9 *3.4

Note: (:) not available
(') 2009-2014: partially estimated by Eurostat

Data for Table 2.4 and 2.5 includes vessels like:
fLiquid bulk: liquefied gas, crude olil, oil products, other liquid bulk goods.

Dry bulk: ores, coal, agricultural products (e.g. grain, say tapioca), other dry bulk
goods.
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{Large containers: 20ft. freight units, 40 ft. freight units, freight units > 20ft. and < 40
ft., freight units > 40 ft.

Ro-Ro mobile units:

a) Mobile selfpropelled units: road goods vehicles and accompanying trailer
passenger cars, motorcycles and accompanying trailers/caravans, passenger buses, trade
vehicles (including import/export motor vehicles), live animals on the hoof, other mobile self
propelled units.

b) Mobile non-self-propelled units: unaccompanied roa goods trailers and semi
trailers, unaccompanied caravans and other road, agricultural and industrial vehicles, rail
wagons, shipborne portto-port trailers and shipborne barges engaged in goods transport,
other mobile non-self-propelled units

Table 2.5:Gross weight of seaborne goods handled (inward and outward) in main ports
in 2016 by type of cargo (in % of total cargo handled)
Source: Eurostatttps://ec.europa.eu/eurostat/statistics -
explained/index.php/Maritime_ports_freight_and_passenger_statistics#Most_EU_maritime_f
reight_transport_is_with_extraEU_partners

Share in % of total cargo handled in main ports Total cargo
handled in
Liquidbulk  Dry bulk Large e Other ~ Main ports
goods goods containers cargo (million
Units tonnes)

EU-28 381 22.2 2.7 12.4 5.6 A T92.2
Belgium 309 13.2 411 85 63 2527
Bulgaria 426 8.8 8.0 0.9 2.8 28.7
Denmark 3389 29.4 6.7 26.0 4.0 84.9
Germany 155 237 429 12.0 50 2071
Estonia A7 7 18.8 59 15.2 12.5 30.2
Ireland 228 30.9 148 301 1.7 49.5
Greece 39.5 20.5 249 125 1.6 1571
Spain 3r3 217 306 4.4 6.0 451.0
France () 466 25.0 13.6 12.4 24 289.5
Croatia 58.5 221 108 2.4 5.4 16.5
Italy 41.0 13.9 201 12.4 5.5 453.5
Cyprus 454 257 2486 17 27 10.3
Latvia a7 525 59 4.3 55 50.4
Lithuania 4389 361 895 6.1 4.3 46.2
Malta 399 16.0 217 16.3 6.0 3.8
Hetherlands 478 23.8 18.6 33 6.6 588.8
Poland 26.3 361 205 11.6 55 725
Portugal 39.4 211 s 1.0 6.7 ara
Romania 285 52.3 119 0.5 6.7 455
Slovenia 16.1 345 3685 55 7.5 21.2
Finlamd 362 241 100 172 125 1027
Sweden 391 15.8 7.9 269 10.2 171.3
Unitad Kingdom 404 19.5 13.8 22.5 3.7 4728
lceland - - N - : :
Horway 48 4 40.5 3.2 1.9 6.0 181.0
Montenegro :
Turkey 328 38.8 21.3 2.0 5.2 425.9
Mote: main poris are ports handling more than 1 million tonnes of goods annually. () not available

(") Partially estimated by Eurostat

Table 2.6 do not present the total handling of goods in ports (inward movements plus
outward movements in the ports), but estimate the seaborne transport of goods between the
main European ports and their partner ports. As far as possible, doubunting of the same
goods being reported as outward transport in one port and inward transport in another port
is excluded in these figures.
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The Romania seaborne transport of goods increased 4,2 % from 2015 to 2016. The
majority of these goods were transported tar from ports outside the EU (international extra
EU-28 transport), making maritime transport the most important mode for long distance
transport of goods to or from the EU, in tonnage terms.

Table 2.6: Seaborne transport of goods between main ports in tiheporting country
and their partner ports grouped by main geographical areas (in % of total gross weight of
goods transported)Source: Eurostahttps://ec.europa.eu/eurostat/statistics -
explained/index.php/Maritime_ports_freight_and_passenger_statistics#Most_EU_maritime_f
reight_transport_is_with_extraEU_partners

2015 2016 Total
Total Of which (%) Total Of which (%) transport
transport International transport International growth rate
(million  Mational  Intra Extra Unknown (million National  Intra Extra Unknown 2015-2016
tonnes) EU28  EU-28 tonnes) EU-28  EU-28 (%)
EU-28 30923 9 25 63 3 31128 10 25 62 3 +0.7
Belgium 2411 1 33 66 0 252.6 1 34 64 0 +4.8
Bulgaria 272 0 17 82 o 28.7 0 21 79 0 +5.6
Denmark 823 16 52 29 2 82.6 16 53 30 1 +0.3
Germany 2925 1 40 59 0 293.5 2 40 58 0 +0.4
Estonia 314 1 62 37 1 30.2 0 63 37 0 3.8
Ireland 482 2 73 24 0 48.9 2 T4 23 o +1.5
Greece 1281 23 21 56 0 134.7 21 21 58 0 +5.1
Spain 421.2 10 20 59 1" 423.8 11 20 58 1" +0.6
France (') 2895 5 32 58 4 2834 5 32 57 5 24
Croatia 153 9 23 68 0 15.8 4 22 T4 0 +3.6
Italy 368.5 23 18 58 0 365.6 26 18 55 ] 0.8
Cyprus T4 0 50 50 0 10.3 0 49 42 9 +38.2
Latvia 66.1 0 74 26 ] 59.3 0 76 24 0 -10.3
Lithuania 431 0 47 52 0 46.2 0 44 56 0 +7.2
Malta 37 0 73 27 o 38 0 61 39 0 +2.7
Netherlands 5942 0 25 72 3 588.2 0 25 71 4 -1.0
Poland 68.4 1 54 45 0 71.6 2 52 46 0 +4.6
Portugal 80.6 T AN 61 0 80.7 9 30 61 0 +0.2
Romania 436 0 20 a0 0 455 0 19 81 0 +4.2
Slovenia 199 0 29 71 0 1.2 0 28 Il 1 +§.2
Finland 91.9 6 69 26 0 98.7 6 66 27 0 +7.4
Sweden 164.2 11 66 22 1 166.5 11 67 21 1 +14
United Kingdom 4447 14 46 37 3 436.4 14 47 36 3 -1.9
lceland : : : : : : : : : : :
Norway 176.0 29 55 14 2 1771 26 56 12 ] +0.7
Montenegro : : : : : : : : : : :
Turkey 3889 7 34 57 1 402.6 7 35 57 0 +3.5

Mote: The percentages of international intra-EU-28 and extra-EU-28 transport for non-EU-28 countries express the share of total transport with EU-28
and non-EU-28 countries respectively. Main ports are ports handling more than 1 million tonnes of goods annually. () not available
(*) Partially estimated by Eurostat

Romania, Bulgaria, Croatia, the Netherlands, Slovenia, Portugal, Germany, Spain, Greece,
France, Lithuania and Italy, have high shares of extaU transport (above 55 %), based on
their geographical position or the "deep sea" nature of the transport actities prevailing in
their main ports.

The number of vessels calling in main EU ports in 2016 is estimated at just above 2.1
million, a slight increase of 0.1 % from the previous year. In the same period, the estimated
gross tonnage (GT) of the vessels cailly in EU ports grew by 4.5 % to 17.2 billion GT (Table
2.7).
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Data for Table 2.7 include vessels like:
fLiquid bulk: oil tanker, chemical tanker, LG tanker, tanker barge, other tanker.

9Dry bulk: bulk/oil carrier, bulk carrier.

{Container: full container.

fCargo, specialised: barge carrier, chemical carrier, irradiated fuel, livestock carrier,
vehicle carrier, other specialised.

fCargo, nonspecialised: reefer, ReRo passenger, R&®o container, other ReRo cargo,
combination carrier general cargo/passengercombination carrier general cargo/container,
single-decker, multi-decker.

fPassenger: passenger (excluding cruise passenger vessels).

{Cruise passenger: cruise ships only.

{Offshore activities: offshore supply.

fOther: dry cargo barges, tugs, miscellaneousnknown type of vessel.

Table 2.7: Gross Tonnage (GT) of vessels in main ports by type of vessel, 20016 (in
1000 GT, based on inward declarations)
Source: Eurostathttps://ec.europa.eu/eurostat/statistics -
explained/index.php/Maritime_ports_freight and_passenger_statistics#Most_EU_maritime_f
reight_transport_is_wih_extraEU_partners

2016
201 2012 2013 2014 2015 2016

By type of vessel (%) Gw::h Growth
Port Car cago, 7% Cruise 2o1r5..ms 2011-2016
Total Total Total Total Total Total l:‘:': t:?t ::: ' cpvw Nom :po m pas. i‘:m: Other ™) %)
cialised ciahised Cruise) ger

EU-28 16113831 16015390 15884 917 15919134 16443772 17191575 8 4 18 3 58 3 [ 0 1 "5 67
Belgum 568 104 554 009 564064 566 748 590 135 639941 12 2 39 32 1" 0 2 0 1 +84 +126
Bulgaria 26272 28701 31728 31269 29 121 31988 3 28 20 0 2 0 1 0 0 +58 218
Denmark 1058660 1072400 1074814 1038752 1017921 10559024 2 1 2 1 91 0 2 0 0 +37 03
Germany 1133238 1172132 1169484 1176255 1167622 1308038 3 3 34 0 54 1 2 0 2 “11.9 *15.2
Estona 302077 310969 38541 332248 329955 338990 4 2 2 0 85 0 6 0 0 2.7 “122
Irefand 222399 223203 208831 221238 220775 236865 2 4 5 3 80 1 3 ] 0 +3.1 +65
Greece 11560234 1101625 1125152 1177150 1226086 1283757 5 2 o 3 62 1 12 0 0 sz 110
Spain 1885820 1881947 1773652 1866870 2091665 2195271 1" 7 22 2 34 14 10 0 0 *5.0 164
France (") 1018768 1157591 1247257 1253231 1398864 1430974 8 3 19 2 6 6 ] 1 2.3 +40.5
Croatia 271884 263616 272531 262810 316769 334653 3 1 4 1" 1 0 0 56 +231
ltaty 3001055 2765166 2460842 2261870 2200764 2353106 2 1 1 9 1 12 0 .23 239
Cyprus 37394 32758 323 28632 207172 33351 16 1 43 18 9 5 6 2 0 12.0 108
Latvia 82410 90074 85348 82285 76 890 73540 21 34 1 0 0 28 4 0 1 44 108
Lithuania 59028 60336 57797 59588 60030 63797 25 14 14 0 43 0 4 0 0 *6.3 *8.1
Maita 104820 197257 215998 215796 235263 300307 1 1 60 0 37 0 0 0 1 216 +54.1
Nethertands 691502 T18774 717891 726845 762542 700373 27 1 35 1 2% 0 0 0 *36 43
Poland 160040 164421 165848 183624 186708 199550 8 10 16 0 83 1 2 0 +6.9 247
Portugal 174942 177253 197822 210034 233825 233800 6 6 43 5 9 2 20 0 0 *21 +365
Romania 46251 50191 51899 52766 52262 52727 20 42 3 1 4 0 0 0 0 +0.9 140
Stovenia 41532 392388 38943 40348 48 842 52963 6 1 43 0 24 0 6 0 1 84 215
Finland 707 841 710803 740 747 731142 713145 728538 4 1 ) 0 88 2 2 0 *2.2 30
Sweden 1147008 1132317 1134734 1163980 11840060 1172788 4 4 1 88 1 2 0 0 1.0 22
United Kingdom 2035894 2110388 2169675 2236636 2151848 2277314 8 14 5 89 0 1 1 0 +5.3 +11.9
Iceland
Norway 293 196 312370 402750 337553 315 9688 313928 29 18 9 2 25 0 0 17 0 0.7 71
Montenegro
Turkey 604832 658668 682390 696756 745015 947941 16 20 39 3 18 1 2 0 0 +21.2 +56.7

Note: main ports are ports handling more than 1 million tonnes of goods or 200 000 passengers annually. (-) not available
(") Partially estimated by Eurostat

In 2016 Romania exported $64.8B, making it the 40th largest exporter in the world.
During the last five years the exports of Romania have increased at an annualized rate of 0.8%,
from $61.8B in 2011 to $64.8B in 2016. The most recent exports are led by \tgh Parts which
represent 8.25% of the total exports of Romania, followed by Insulated Wire, which account
for 6.42% (sourcehttps://atlas.media.mit.edu/en/profile/country/rou/ ).
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TOTAL: $64.8B
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Figure 2.13. Products export by Romania
(source https://atlas.media.mit.edu/en/profile/country/rou/ ).

The top export destinations of Romania are Germany ($13.1B), Italy ($6.86B), France
($4.32B), Hungary ($2.65B) and the United Kingdom ($2.49B).

Netherlands  Belgium

Germany France Bulgaria  Austria "™ L% = China

Czech Republic Jordan ran &
Russia Slovakia Greece CHE

South Korea |

Hungary

Lebanon

Spain

Vietnam

Japan

United Kingdom United States ™

Poland

Figure 2.14. Percent of export destinations of Romania
(source https://atlas.media.mit.edu/en/profile/country/rou/ ).

The statidical surveys carried out have had a temporal reporting over a minimum of-6
10 years in order to be able to establish trends for future development. The data that was
operated is that provided by the National Institute of StatisticsHttp://statistici.insse.ro ) and
that on the Maritime Port Authority website, i.e. the annual report for 2017 (source
http://www.portof constantza.com/apmc/portal/static.do?package_id=st rap anual&x=Iload

)

Next pagewe show statistical data on the quantity of goodslischarged loaded and
transited in port.
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Table 2.8 The quantity of goods loaded and transported by sea

Years
Categories of 2013 | 2014 | 2015 | 2016 2017
Transport | Types of :
port _ modes merchandise UM: Thousands of tons
operations Thousands | Thousands | Thousands | Thousands | Thousands
of tons of tons of tons of tons of tons
Liquid bulk 10035.2 12516.2 12203.6 13662.9 13354.28
Solid bulk 34920.9 32666.1 33285.1 35189.4 34853.978
Total Maritime
Containers 6543.3 6778.9 6849.6 6897.4 6524.09
General cargo | 3403.9 34185 3804.6 3513.8 3646.804
We show the trends for each category of goods, presented in figures 2.32.16.
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Figure 2.15. The quantity of goods loaded and transported by sea
a) liquid bulk  b) solid bulk
g 7200 g 4000
= 7000 = = 3800
o o
= =
2 6800 / @ 3600 ~f—— V
5 6600 7 5 3400 T— {
3 6400 - 3 3200 - .
= 2013 2014 2015 2016 2017 = 2013 2014 2015 2016 2017
Years Years
a b

Figure 2.16. The quantity of goods loaded and transported by sea
a) containers b) generalcargo
Traffic figures from the table 2.8 represent both maritime and river traffic for all ports
i ATACAA AU - AOEOEI A 01 OO0 ! Al ET EOQNagRI@E | 1
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From figures above we conclude that the trends evolutiomdicatesthe increasing these
category of goods transported by sea in the futures years.

Table 2.9 The quantity of goods loaded and transported by sea

Years
Categories of port Transpori Types of | 548 | 5009 | 2010 | 2011 | 2012 | 2013 | 2014 | 2015 | 2016 | 2017
operations modes merchandis|

UM: Thousands of tons
Loaded goods Maritime | Total

20848| 19687| 21181| 20743| 21199| 26765| 25349| 24954| 25739| 24848
© 1998 2018 National InstitutBtafistic
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Figure 2.17.The quantity of goods loaded and transported by sea

Figure 2.17. clearly presents the increasing trend of the quantity of cargo operated in
OEA PI OO T &£ #11 00AT A jAgbpi 00Qs

Table 2.10 Quantity of goods unloaded

Years
Categories of port | Transport| Typesof | 5408 | 2009 | 2010 | 2011 | 2012 | 2013 | 2014 | 2015 | 2016 | 2017
operations modes merchandise

UM: Thousands of tons
Unloaded goods Maritime | Total

29601| 16407| 16941| 18175| 18321| 16812| 18404| 19579| 20556| 21334

© 1998 2018 National Institute of Statistic

Table 2.11 Quantity of Agricultural products, hunting and forestry; fish and other
fishery products loaded

Years
Types of merchandise| 2008 | 2009| 2010 2011 2012 2013 | 2014 | 2015 | 2016 | 2017

Categories of | Transport
port operations | modes

UM:Thousands of tons

Agricultural products,
hunting and forestry; fi
and other fishery
products 5495 | 8549 | 9492 | 8461 | 8597 | 12639 | 14029 | 14926 | 16336 | 15396

© 19982018 NATIONAL INSTITUTE OF STATISTICS

Goods loaded | Maritime
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Figure 2.18 there is the graph extracted from table 2.10 and these data also shows the
clear increasing trend of the quantity of cargo operated in the port of ConstanA { B.l Bl OO
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__ Figure 2.19 there is the graph extracted from table 2.11 and these data also show the
Al AAO ET AOAAOGET ¢ OOAT A hhusEingGaBdAforesStty;fi€hEaAdOdthé O O A
AEOEAOU DOl AOGAOGO 11 AAAAs T PAQAOGAA ET OEA bi 00
SOAOEOOEAO OACAOAET ¢ OEA AAOCI OOAEE
(source
http://www.portofconstantza.com/apmc/portal/static.do?package_id=st_rap_anual&x=load
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Fig. 2.27 Thousands TEUs

The annual reports from 20132017 shows increased trends on almost all levels.
Exports, growing ata national level by 9.1%, according to the Institute of Statistics, in the port

I £ #1171 O0OAIT

A8

Maritime, river and transit traffic also recorded from 20132017 shows increased trends
in the range of hundreds of thousands of tonsone million tons, each ctegory.

Table 2.12. Total (maritime and river) quantity of goods loaded and unloaded

Tons/Year 2012 2013 2014 2015 2016 2017

unloaded 241,106 274,631 291,875 311,660 329,876 341,399

loaded 242 833 280,741 296,385 302,605 314,224 329,137
Table2.13. Total (maritime and river) quantity of containers coming by sea

Units/Year 2012 2013 2014 2015 2016 2017

Containers 423,081 399,372 408,990 420,793 434,439 413,253
Table 2.14 Total and maritime and river calls

Ship calls/Year 2012 2013 2014 2015 2016 2017

Maritime calls 5,057 4,833 4,771 4,605 4,331 4,093

River calls 9,405 9,280 10,053 9,765 10,203 9,272

Total 14,462 14,113 14,824 14,370 14,534 13,365
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Traffic from the table 2.14 represens both maritime and river traffic for all ports

i AT ACAA AU

The number of calls are cumulated for all three ports.

Table 2.15 Type of vessels cumulated for all three ports

Arrivals of sea-going vessels
by type of ship/Year 2012 2013 2014 2015 2016 2017
Cargo 2,692 2,525 2,143 1,971 1,812 1,815
Passenger 52 68 95 37 17 13
Port container 651 579 578 610 684 592
Tank 673 636 719 668 665 608
Bulk carrier 439 533 555 589 607 574
Others 550 492 681 730 546 491
Total 5,057 4,833 4,771 4,605 4,331 4,093

From the statisticsanalysed it is easy to see thaboth traffics of goods in the Port of

#1171 OOAI

A AT ABldck SeDCGaddlagk AnlugwArd trend.

The traffic growth trend will require a more complex and larger volume of data
exchange, in particular for containerized or barge traffic managed by the Navigable &imel
Authority (e.g. for a barge convoy, all data relating to the cargo on each barge must be

recorded).

It is worth mentioning that these data are currently manually entered into the
application, whereas only rarely are there data files imports (but stilin manual mode).

In conclusion, as the traffic increases, it will be enough to require more and more human
operators to operate the traffic data, with the typical consequences of this type of approach,
namely delays and the occurrence of errors in datanéry or un-correlation or duplication

thereof.

Table 2.16 Traffic by category of goods cumulated for all three ports

Cargotype (tons)/Year 2012 2013 2014 2015 2016 2017
Cereals 12,628,340 15,261,789 [17,420,547/19,616,118(20,393,803 (17,891,285
Cellulose and waste paper 25,832 45,684 63,451 65,189 78,058 (39,089
Cement, building materials547,769 349,422 265,413 140,997 [169,874 165,702
Chemical productsrom 131,411 134,144 [72,962 108,478 (102,331 [153,372
coaltar

Solid mineral fuels 3,504,331 2,890,793 (2,157,731 (3,207,635 [2,226,771 (2,830,470
Crude oil 5,042,697 5,396,525 16,750,866 (6,593,434 7,487,357 |7,352,164
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Food stuff and animal 497,245 563,137 416,089 (764,390 [796,547 504,549
feed
Glasswarendceramicproducts (64,588 48,740 3,066 2,001 2,959 17,679
Iron ores, scrap 6,888,094 0,676,268 5,501,674 2,750,024 2,594,201 (3,924,125
Leathertextile/otherproducts 172,811 398 0 0 0 553
Livestock, sugar beet 49,245 64,993 58,690 61,382 03,299 97,738
Machines, transport 369,418 437,955 365,651 363,638 356,800 (337,910
ANOEDI AT 060
Metal products 1,871,458 1,593,497 [1,888,533 2,062,785 (2,047,544 2,217,403
Metal ware 2,833 7,485 5,124 429 3,545 5,263
Miscellaneous 6,958,497 6,544,679 16,782,263 (6,850,355 6,897,358 6,525,662
Natural and chemical 2,153,597 1,763,452 (1,742,245 1,842,646 (2,927,072 (3,094,332
fertilizers
Non-ferrous ores and scraf2,643,509 2,325,828 2,551,646 (3,109,993 (3,158,060 (3,111,182
Oil products 3,999,621 3,820,247 14,714,318 5,165,550 5,653,512 5,473,279
Oilseedpleaginoudruits/fats {736,300 1,932,875 2,478,251 |1,951,341 2,918,535 (3,215,811
Other chemical products (1,029,540 906,680 (1,151,105 (525,026 619,988 559,649
Potatoesother freshvegetable 20,604 15,171 11,734 6,488 5,696 6,913
Raw or processed mineralg318,400 304,694 316,140 293,295 (334,379 438,273
Wood and cork 928,522 1,053,601 919,411 855,578 [557,132 416,751
Total 55,138,05|55,641,9156,336,77/59,424,8258,379,15
50,584,662 7 0 2 1 4

It can be predicted based on statistics that in the future freight traffic will increase and
consequently, in order to ease document bureaucracy and make port and maritime business
profitable, it is necessary for the port administration to consider introdwcing a computerized
management system such as PCS just as all the major ports of the world. It is also necessary

OEAOD

#1171 O0AT
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ol 00

z z
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systems, based on M2M technologies and validation steps,aotomatically take data directly
from the source and integrate them into the future Port Community Systems.

It is recommended, in order to help decisiormakers that these IT systems also benefit
from modules that provide scenarios for future activities &king into account the history of

each operator or type of

activity.

2.4 Necessity of the investment.

Seaports are hubs both in international trade and in the supply chain, providing links
between land transport (road and rail) and river and maritimetransport alike.
Maritime ports face continuous changes and challenges in international trade.
Information technologies play an essential role in port competitiveness because information
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is one of the key resources of any port. Seaports have to cope witicieasingly strong
competition and alternatively with periods of stagnation or economic recession.

By investing in information and communication technologies, seaports will be able to
survive and thrive on a competitive transport market.

The implementation of PCS in Romanian ports represents an important investment in
infrastructure.

Last but not least, substantial savings should be made by reducing the time needed for
coordination and reducing paperback documentation and should certainly increase the
compeditiveness of Romanian ports.

Romanian ports should be aware of the importance of implementing a Port Community
Systems (PSC) platform to achieve and maintain competitiveness with other ports around the
world.

By implementing the PCS concept, Romanian pertvill achieve better connectivity in
pi 00 Al i1 OTEGEAOG AT A xEIl AAATT A OAiT i1 O1 EAAOQOE

The necessity and the opportunity for the realization of this information system (PCS)
also arises from the analysis of the requirements and the observations gatted from the
ET OAOOEAxO AT 1 AOAOCAA AO #1171 O00AT A - AOEOEI A
I OOET OEOUh 071 00 -AOOAOCSO |/ EEEAAR AO xAl1l AO
centrally in the following table.

As far as we know, the future Port Community System integration is a potential
investment subject, such that there are no published researchresults available on the topic

for Romanianports.

Therefore, this researchapproachputs the emphasison obtaining first-hand experience
and opinion of the stakeholdersto whom PCSntegration canpotentially be interesting.

The stakeholders have been approachedwith a request to take part in an interview,
where the potential for PCSntegration wasto be discussed.

Wemadeintervie ws with different stakeholders,andthe interviews havebeenprepared
with the open questionnaire faceto facemadeby our team.

Table2.17 Requirementsand observationsderived from interviews made with
stakeholders,enhancedwith preliminary analysiswit h respectto requirements and
observations

Stakeholders

Description of
stakeholders. Prerequisites Observations
Explanation of why
they could be
potential users.

411 O OMdritimé Accessto vesselinformation from | For example,Maritime Single Window (MSW)

Ports different stakeholders contains limited fields in terms of port
o . information, with only limited accessto this
Administration .
interface.

PCS Technical Specification Overview Project cofunded by European Union funds (ERDF, IPA)




©)

interreg B

UROPEAN UNION

Danube Transnational Programme

52

Early accessto ship arrival and
departure

Eliminates possible conflicts in assigningtaxes
or anticipating crowded port traffic conditions

Separationof ship information with

Clarity of the information/documents

the requirements of  port | necessaryto authorize O E Eddtdy @ the berth

operations for operation (loading/unloading/repairs) -
elimination of ship delay

Necessary to clarify the | Avoiding two single window applications, one

relationship between the Maritime
Single Window (MSW) application
already implemented by the
RomanianNaval Authority and the
specific application implemented
by the CustomsOffice

for shipsand another for reporting goods

Timely information

Decide on a single port approval for the ship
arrival at the port.

Port - A O O bffiaz

Rapid communication with
stakeholders

Requesting missing/additional
documentation, communication of entrance
refusal etc.

Controlling the transmission of
erroneous data

Incompatibilities found in terms of
declarations in relation to data declared in
other ports

Document Harmonization

Standard format of documents conveyed

Communication with the port
i AOOAOBO 1T E£EEAA

Avoiding vessel to office communication
problems so that the O E E Bdagdain
understands and complies with port process
formalities, eliminating significant differences
betweenreporting countries

Harmonize and simplify port
process formalities

Decision to report a single set of
data/documents to be submitted (at leastat EU
level).

Ship
agent/Carrier/Ship -
owners

Extensive Inspection Control

Agents find it difficult to determine if some
ships require extensiveinspection. Thesedata
may be transmitted to them through EMSA

Elimination of unnecessary
data/documents transmission

Receivingand processing data from other EU
countries, i.e.those transmitted via EMSAand
MSW/(unplanned)

Ship Documents Management
System

The set of data and documentsrequired by the
ship on her route through different countries
and ports showing differences in their
regulations
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Cargo
owners/Freight
forwarders

Simplifying the
transit/reporting process:

port

- Increaseefficiency in the transfer
of goods

- Reduceadministrative costs

- Reducinghuman errors and time
in the process of information
exchangebetween relevant parties
(removal of papers as printed
documents)

The neutrality and confidentiality of the
information conveyedshould beensuredin the
caseof interconnectivity with other BT ORCS
platforms.

Visibility of real-time uploaded
data

The neutrality and confidentiality of the
information conveyedshould be ensuredin the
caseof interconnectivity with other b1 ORCS
platforms.

National Single
Window

Data harmonization

Remove/ConvertStandard Encoding Data

Electronic data exchange

Automatic transmission of data/documents

Exchange of ded/documents
between single local windows:
information required by law shall
be reported only once

To be executed within the competence area of
ANR

EUmember state

Removinglocal disadvantagesdue
to excessive  administrative
burdens

Harmonization of European formalities
regarding port processes

The distribution of
data/documents shall becomea de
facto standard for port operatorsin
member states.

Maintain compatibility with
Europeanstandards

The PCS platform can act as a facilitator for
local operators to adapt it to national
standards

Acceleratingthe implementation of

By harmonizing regulations,reporting formats,

regulatory changes along the | data sets,coding standards, and the use of the
logistics chain between local | PCSlatform in order to facilitate adaptationto
authorities and port operators the internal reporting systemsof the reporting
parties.
European Harmonization of European| Onthe international trade market with the rest
Commission reporting formalities regarding | of the world the EuropeanUnion is dependent
port processes on maritime transport.
(DGMove)

Simplifying reporting and port | Maritime transport has several advantages,
(EMSA - The EU | processes such as lower costs and reduced
Maritime Safety
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Agency brings
together and
combines

information from

different sourcesand
performs combined
actions with national
authorities.

Operational services
consistin:

VesselReporting (to
keep fishing, piracy
etc.under control.),

Earth Observation,
Integrated

Maritime  Services,
and Pollution
Response Services

environmental impact in relation to the

guantity of goodscarried.

Shippingis not usedto its full potential dueto
the existence of specific port formalities
through excessive reporting given by the
transmission of signeddocuments,resulting in
significant time and financial losses.

Inappropriate control/declarations
and/or inaccuracy in the data
reported to EMSA

Declaration control measures.

Assuming reporting
stakeholders.

responsibility by

Measures to avoid recurrent

inaccuracy.

errors or

Theinterview topics was the following:

1.Intro by stakeholder

a.Who we are (stakeholder and interviewer)

b. Purposeof the interview: very short on DAPhNEproject lead by CNAMPCand future
investment regarding PCSntegration

2. Short companybackground

a.Interviewee short introduction

b. Company,industry, size,core business,core stakeholders

3.Is your companyinterested in the future integration PCS?

4. Openguestion: pleaseoutline your vision of the future report of documentexchange
betweenyour companyand authorities:

a.Why would the e-reports and e-certificates integration be relevant for your

organization?

b. Which specificfunctionalities?

c.Which documentsshould be exchangedbetween future PCSon your behalf?

5. Opendiscussion:pleaseprovide your thoughts on the barriers of future PCS
integration, main beneficiariesand opponents of it, asyou seeit. Who would opposeit and

why?
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3 ldentification of possible scenarios/option s /technical and
economic alternatives for achieving the investment objective

3.1 Technical and functional data of the investment objective

3.1.1 Destination and functionalities

Port Community Systems (PCS) Interface

The Port Community Systems (PCS) interface is a neutral and open electronic platform that
allows intelligent and secure information exchange between public and private sector stakeholders
operating in the port area and which through its modules allows port operators to improve their
competitive position opposite other maritime communities around the world. The Port Community
Systems (PCS) interface optimizes, manages and automates thesesorwolved in port and
logistics activity through a single data transmission and linking transport and logistics chains. The
Port Community Systems (PCS) interface i s al:
transport stakeholders to submitretardzed information and documents.

There are many sourcesdaiecommendations regarding this type of information flow with
slightly different structure. However, the main principle is the same with large applicability in port
of Constanta. The furtheedsibility study can determine the r#iahe port interactions available in
the study time frame.

Carriers
roadrail

Carriers
road rail

Freight
forwarders

Freight
forwarders
3PL

(@) (b)

Communication between individual paglated freight agents without (a)/with (b) PCS
(Source: ElsevieiScience DireGtABMTrans 2017, E. Irannezhad, Mickman, C. Prato,
Modelling the Efficiency of a Port CommuniBystemas an Agent Based Process)
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Freight Forwarder

Shipper/Consignee.‘ Port Authority

ngAgent - . Customs
Ocean Carrier .Terminal Operator

Barge/Rail/Road

Hinterland

Shippi

(©)

PCS overall diagram in United Nations recommendation (EU directive 2010/65) highlights the
importance of implementing a National Single Window thapmaites the information exchange
of the flow of goods across national borders. Many European countries, have implemented their
own version of this Single Window. Individual seaports must be linked up to these Single Window
systems. This meansradicaladmstnt s t o t he PCS6s gener al
(Sourcehttp://euralogistics.nl/expertise/portommunitysysten)

F
AN "
===
i brolars.
L)
L 4 a Ty » Administrations
1=

(d)

However, due to UNindEU implementation requirements there are several custom
approaches to fit the real port needs. (Source Port Community System{B@RATS):
http://www.actual.si/?main=2&sub31
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Merchandis
Barge operators ® — e/Goods
® Forwarders services (58
Shij
Shlpp?n';bcr:km.;nies \(:)/ @
Agents °
Rail infrastruct: |C> @ Rgly dopole Other
" Rl operators services

Rail hauliers @ Q)/ Customs (47)

(o

Ship
B services

g 1 (28)
(o) Exporters @

Food & Consumer Product S
Safety Authority Inspection stations

G‘v

Port authorities &/

(€) (f)

(e) Loosely structured (elastic features and port community actors)
PCS architecture intended for PCS simulation in Port of Constanta
(f) Synoptic view of class of services (Maritime Ports Administration SA Constanta
services)

Fig.3.1.1(a(b), (c), (d), (e), (f) Ways t

(worldwide different approaches)

Table 3.1.1 General services (ship & goods) in Port of Constanta

Activitati de evaluare a riscului de asigurare Insurance risk assessment activities

Activitati de proiectare nave Ship design activities

Agenturare nave Ship agent

Agenturare nave fluviale River Ship Agent

Aprovizionare nave ShipSupply

Asistenta, salvare si ranfluarea navelor Assistance, rescue and refloating of ships
Buncheraj nave (prin conducte) Shi@ Bunkering(via pipelines)

Bunkeraj nave (cu nava) Bunkeing ships (with ship)

Bunkeraj nave cu cisterne Bunkeing ships with tanks

Bunkeraj nave cu cisterne si nava Bunkeing ships with tanks and ship

Bunkeraj nave (cu autospecializata) Bunkeing ships (selspecialized)

Constructia de nave si structuri plutitoare Shipbuilding and floating structures

Curatarea hambarelor si magaziilor navelor Cleaning bships' bins and hulls

Curatarea si degazarea tancurilor navelor Cleaning and degassing of ship tanks

Depoluare in danele petroliere (excluzand deseurile de la nave) = Depollution in oil spills (excluding shienerated waste)
Incarcare/descarcare nave Loadindunloading ships

Inspectia periodica a navelor Regular inspection of ships

Intretinere si operare statie fixa de bunkerare Maintenance and operation of fixed bunker station
Legare/dezlegare nave Bindind unbinding ships

Pilotaj nave maritime Ships$pilotage

Remorcaj nave Shipsiowage

Remorcaj nave fluviale si tehnice in incinta portului Towage of river and technical vessels within the port
Reparatii nave Shi@ @pairs

Servicii de fumigare la nave Shig f@migation services

Transport de marfa cuave fluviale inspre/dinspre Port Constanta = River freight transport tbfrom Port Constanta
Transport prin remorcarea sau impingerea barjelor Transport by towing or pushing barges
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Transportul deseurilor solide contaminate cu reziduri petroliere

Comert cu amanuntul in magazine nespecializate cu vanz

predominanta de produse nealimentare

Comert cu amanuntul in magazine nespecializate

Comert cu amanuntul al produselor cosmetice si piarfumerie
Manipulare la uscat

Depozitare marfa

Expeditii marfa

Control marfa

Comert cu ridicata al materialului lemnos

Transport rutier de marfa

Comert cu ridicata al zaharului, ciocolatei si produselor zaharoase

Inchirierea bunurilor imobiliareproprii

Transport of solid wastes contaminated with petroleuasidues

58

Retailing commercén nonspecialized stores with sale of néood

products

Retail sale in nospecialized stores

Retail sale of cosmetics aperfumery

Handling on land

Storage of goods

Freight forwarding

Merchandisecontrol

Wholesale of wood

Freight transport by road

Wholesale of sugar, chocolate and sugar confectionery

Comert cu ridicata al masinilor agricole, echipamentelor si furniturilc Renting of own real estate

Comert cu ridicata al cerealelor si semintelor
Comert cu ridicata al animalelor vii

Testari si analize tehnice

Repararea articolelor fabricate din metal
Stivuire

Comert cu amauntul de carburanti

Comert cu ridicata al produselor chimice
Fabricarea tuburilor si profilelor din material plastic
Amarare

Fabricarea betonului

Comert cu ridicata de materiale de constructii
Comert cu ridicata nespecializat

Comert cu ridicata al uleiulor navale

Cantarire

Ambalare

Comert cu ridicata al imbracamintei si incaltamintei
Transport rutier de marfa in incinta portuara
Activitati de dezinfectare si deratizare

Comert cu ridicata al bauturilor

Comert cu ridicata de cafea

Comert cu ridicata al desurilor metalice

Comert cu amanuntul al produselor zaharoase
Comert cu ridicata al altor produse intermediare
Comert cu ridicata al uleiurilor comestibile
Comert cu alte autovehicule

Comert cu ridicata al metaleleor si minereurilor
Comert curidicata de bauturi si tutun

Comert cu ridicata al combustibililor solizi
Comert cu ridicata al masinileunelte

Comert cu ridicata al combustibililor

Comert cu autoturisme si autovehicule usoare
Comert cu ridicata al produselor din carne
Recuperarea matdalelor reciclabile sortate
Comert cu ridicata al altor masini si echipamente

Comert cu ridicata al deseurilor metalice si nemetalice reciclabile

Wholesale of agricultural machinery, equipmentssupplies
Wholesale of grain and seeds

Wholesale of live animals

Testing and technical analysis

Repair of articles made of metal

Stacking

Retail of fuels

Wholesale of chemical products
Manufacture of tubes and profiles of plastics
Mooring

Manufacture ofconcrete

Wholesale of building materials
Non-specialized wholesale trade
Wholesale of naval oils

Weighing

Packing

Wholesale of clothing and footwear

Road haulage in port area

Disinfection and disinfestation activities
Wholesale of beverages

Wholesale of coffee

Wholesale of metal waste

Retail of sugar confectionery

Wholesale of other intermediate products
Wholesale of edible oils

Trade of other motor vehicles

Wholesale of metals and ores

Wholesale of beverages and tobacco
Wholesale of solid ®is

Wholesale of machine tools

Wholesale of fuels

Trade of cars and light motor vehicles
Wholesale of meat products

Recovery of sorted recyclable materials
Wholesale of other machinery and equipment

Comert cu ridicata specializat al altor alimente inclusiv pesi Wholesale of recyclable metallic and noretallic wastes
Specialized wholesale of other foods including fish, crustaceans

crustacee

Distributia combustibililor gazosprin conducte
Intermedieri in comertul cu gaze tehnice
Transporturi maritime si costiere de marfa
Antiseptizare

Pachetizare

Comert cu ridicata al produselor textile

Colectarea deseurilor nepericuloase (excluzand cele de la nave)

Taierea si rindeluirea lemului
Comert cu ridicata de containere ptr. transport
Pregatirea semintelor in vederea insamantarii

PCS Technical Specification Overview

Distribution of gaseous fuels through pipelines
Agents involved in the sale of technical gases

Sea and coastal freight transport

Disinfection services

Packetization

Wholesale of textiles

Collection of norhazardous waste (excluding ships)
Sawmills andairing of wood

Wholesale of containers for transport

Preparing seeds for sowing
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PCS is an effective, fast, focused, flexible and muithensional reatime information
systemdesigned to improve efficiency at all stages of port processes, from unloading and loading
the ship, customs clearance of goods, health formalities, and up to managing deliveries to and from
the terminal.

Services provided by the PCS platform

PCSis a centralizedintelligent electronicplatform that facilitates the standardizatiorof
multiple protocolsfor dataexchangdetweerportcommunitymemberswhich allowsdatatransfer
in XML andUN/EDIFACT formats.The platform canhold a centralizedrackingand forwarding
databas@ndatthe sametime servesasa storagedatabaséor researclandfurtheranalysis.

At the sametime, PCS provides a secureapplication basedon web technologiesfor
accessinglata,information,andexchangeéetweerthe centralbaseandstakeholdersor common
processes.

Table3.1.2CNAPM looselystructurednformationmatrix flow vs RGOPCSvs AntwerpPCS

Information Antwerp
CNAPM Documentoosely structured data Flow PCS module Antwerp PCS SPECIFIC AP PCS
1 V e s ;anielfosmer names/ call sign/flag;
1 IMO number/MMSI number;
1 Type of vessellyear of built;
1 GRT, NRT, DWT, LOA, breadth;
1 Maximum draft, arrival draft, intended departu CORBMODULE
TOwner 6s/ Oper atords/ C
TAgent 6s name and addr Authentication Request APICS/Berth reservation
1 Ma s s fidl nadne; UserInfo Request (seagoing ship)
T Number of crew (including master)/number of G tdﬁ?ﬁe(:‘ng (r;;?;hod sef) NAUTIEL
. APICS
[PEERTENY=E, Post data (APl method set),
1 Purpose of call; Post arrival/departure
1 Last port of call/next port of destination; Get arrival/departure
1 ETA/ETD Entity change

Entity search
Entity delete
Reference data search

1 Maneuver acceptance
1 Pilotage form
{ FAL- Declaration:

1 Clearance Permit Login
1 Loading Declaration Core module header
1 IMO Declaration Users page

Edit user page

ETA/ETD; User roles management sect|
Vssel s name/ former n Vessels section
IMO number/MMSI number; User _profibage
Type of vessellyear of built; ch Edit vessel g’
GRT, NRT, DWT, LOA, breadth; Au?ﬁgszgisj;‘g’é
Maximum draft, arrival draft, intended departure Roles page
Owner 6s/ Oper ator 6s/ Ch 4 Data matrix
Agent 0saddresspe and A Data matr_ix filter
Masterods full name; Data matrix table )
) h APICS/Berth reservation CARGO
Number of crew (including master)/number of (Seanoing =hip) LOGISTICS
passengers;

Purpose of call;
Last port of call/next port of destination;
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1 Cargo on board, cargo to be discharged/load
quantities/hatdistribution. (if dangerous cargg/
number/class in accordance with IMDG o{BC,
IGC, INF Code must be specified);

1 Quantity of ballast to be discharged and prov
1 Capacity of sludge/bilge tanks, Quantity of
sludge/bilge;

1 Dangerous Goods ManideStowage Plan

1 Certificate of Fitness for the Carriage of Lique
Gases in Bulk(or International Certificate of Fitn
the Carriage of Dangerous Chemicals in Bulk)
1 Certificate of Fitness for the Carriage of Dang
Chemicals in Bulk (or Intenmal Certificate of Fitn:
for Carriage)

1 Document of Compliance with the Spedjal
Requirements for Ships Carrying Dangerous Go
Y International Pollution Prevention Certificate fi
Carriage of Noxious Liquid Substances in Bulk (
Certificate)

1 AIS

f Vessel 6s name/ for Qer
1 IMO number/MMSI number;

1 Type of vessellyear of built;

1 GRTNRT, DWT, LOA, breadth;

1 Maximum draft, arrival draft, intended departu

1 ETA/ETD;

1 Name of ship / former name / indicative / flag
 IMO number / MMSI number;

1 Type of ship / year of construction;

1 Acceptance of the maneuver

9§ Form Pilot

9 Daily operating report

1 Connect the IMCOMM Rail Module

q ISPS Statement

1 Import declaration

1 Export declaratio

1 ArrivaNoticgMaritime Ship)

9 Outbound Notification (Maritime Shipme:

CARGO MODULE

Cargo module main page
Reports filter
Arrivipl/departure reports sect]

argo reports section
View arrival/departure report f
Edit arrival/departure report p
View cargo report page
Edit cargo report page
Login
Fillarrival/departure report wi
ERINOT data
Automatic arrival/departure re|
Report forms configuration
Store draft report
Publishing reports
ogging relevant changes
Storing reusable entities
Get associated ERINOT

ACKING & TRACING
MODULE

Data collector configuration
Data collector
Port arrival/departure check
Tracking and tracing main pg
IS data visualization on chg
Follow AIS target
IS data table display
CTV video stream displa)
Chart control
Configuration window

60

Container booking notificatior

Breakbil loading/unloading ord
(sea transport)

Container loading/unloading or
(sea transport)

Notification of dangerous good
IFTDGNDangerous goods
notification message

Notification of arrival/departure] pANGEROUY
dangerous goods GOODS

Consult IMDG register

BERTH MANAGEMENT
MODULE

User authentication
Login procedure
Retrieve announced and
registered vessels
Retrieve current AIS data
Automatic berthing plan algori
Learning loading/unloading ti
Berth configuration
Send actual berthing data
Logging

Berth management module|
header
Berth allocation page
Edit berthing plan entry forn|
erate automatic berthing
button
phical representation of {
berths

Bath management table
Berth allocation overview pa

1 ETA/ETD;

fVessel 6s name/ for mer
1 IMO number/MMSI number;

1 Type of vessellyear of built;

1 Maneuver acceptance E
1 Pilotage form

9 Daily operatioeport

1 Connection IMCOMM railway module

q ISPS declaration

1 Import manifest declaration

1 Export manifest declaration

1 Notification of arrival (seagoing ship)

STORAGE ALLOCATION
MODULE

User authentication
Login procedure
Logging
Storage allocation module hed
Storage allocation managem
page
Edit package form
View package page
Graphical representation of {
warehouse
Storage allocation table

Notification of shipping charge
shipping charges APP
APICS / Danish Reservation (Mg

Notification of shipping charge
shipping charges APP NAUTICAL

Notfication of shipping charged
shipping charges APP
Notification of shipping charge
shipping charges APP

Storage allocation overview p|

PCS Technical Specification Overview

Berthing @ notification/APP
Shipping Dues
APICS/Berth reservation (seag

ship) NAUTICAL
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1 Notification of exit (seagoing ship) Inventory page

INTERFACE TOWARDS OTH
TRANSPORT MODES

User authentication
Login procedure
Store shipment
/\ Get shipments

4 ~ Interface towards other trans

modes header
Railroads page
Roads page
Shipments filter
Shipments table
Edit shipment form
BILLING MODULE

User authentication
Login procedure
Configuration

Retrieve berthing data
Retrieve electricgnsumption

Retrieve water consumptio EDI: INVOICInvoice Message

Logging L BILLING
Billing module header Electronic invoicing
Billing page
Invoices filter
Received invoices
Created invoices
View invoice page
Edit invoice form
Company details page
A STATISTICS MODULE
4 B User authentication
Login procedure APICS
Periodical updates from the ¢ EDI: CUSRERCustoms Report
module Message
Store updates from the corg EDI: CUSREEUStoms RESpon
module EDI: CUSCARCustoms Cargo
Retrieve specific entities from Message
module EDI: CUSDECustoms Declarati CUSTOMS
Statistics module header message
N Main page APICS
Statistical report filter EDI: CUSRERCustoms Report
Statistical reports table Message
View statistical report EDI: CUSRE£UStoms RESpon
New report creation APICS
Edit statistical report EDI: CUSRERCustoms Report
Edit statistical report form Message

The PCS system is a muftinctional modular system with a muliser access interface that

operates in a port area while preserving its integrated system character. The electronic platform
offers users port activities, multiple merthat include reporting exports, imports, transhipments,
consolidations, and dangerous cargo.

PCS generally offers a wide range of key services and features that can be summarized as

follows:

1 Faster collecting of customs duties from all actors workingemtirt community.

1 More efficient detection of smuggling goods.

1 Rapid processing of customs documents, as the data provided in the PCS are easily
accessible by Immigration Police officers.

1 Rapid approval of permit certificates.

1 Constanta Maritime Port Admstration will be capable of providing various port services
to different port authorities, including online shipment services, including tracking of cargo
outside port areas as future services.

1 Improved management and efficient use of ship loading.

PCS Technical Specification Overview Project cofunded by European Union funds (ERDF, IPA)
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1 Bettercoordination of transport agents with respect to booking, purchase and document
processing through a single electronic interface (PCS).

1 Faster declaration of goods by customs agents by filing online documents for customs
processing and online payment.

1 Saung time and increased efficiency by conveying information to port authorities
electronically.

1 Electronic Data Interchange (EDI) fast and efficient information exchange, reuse and
centralization, available 24/7/365

1 Electronic handling of all information othe import and export of general and bulk
containerized goods

1 Information about the status of the goods as well as their control and tracking through the

entire logistics chain

Processing of dangerous goods data

Processing of maritime statistics and ottatistics needed by the port community to make

port activities more profitable

= =4

The main benefits for all parties involved in using the Port Community Systems (PCS) interface
are increased efficiency and speed in reporting port processes, especiatlyhgteon and reduced
bureaucracy.

In this way, PCS contributes to sustainable transport logistics, offering improved security and
cost savings.

PCS Technical Specification Overview Project cofunded by European Union funds (ERDF, IPA)




63

©)

HHILCTITITY

Danube Transnational Programme

3.1.2 Features, modules, parameters, equipment level and facilities, forecast specific
technical data

PCSFeaturesi integration requirements and market demands

The proposednodulesfor building a PCSarchitecturan the Portof Constantaarepart of
an elasticarchitecture designedfor a large time scale,from the perspectiveof implementinga
system that can be used and expandedwithout space and time restrictions. Taking these
considerationgnto accountthe systemwill haveto havefunctionalfeaturesdistributedbothon a
databaséevel andwith algorithmsandthe knowledgebaseusedto assisidedsions.

For anindependenaind uninterruptedoperation,it is necessaryo developa cloud-based
solutionthat,throughthe geographi@andphysicaldistributionof the computingresourcesindtheir
load,canensuresafe,indefiniteandminimum costperformance.

Takinginto accounthecritical infrastructurecharacterit isimperativeto ensurghesecurity
of information by appropriatecryptographicmethodsappliedto data storageand transit, and
authenticationproceduresFor processe®f particularimportance,t is necessaryo implement
multi-factorauthenticatior{two factorauthenticationHW tokenbasedOAUTH etc.).

From the analysis of the data exchangedbetween stakeholder(s)and CNAPM, the
requirementto ensure data consistencythrough intemrmediate checks was determinedunder
conditionsof betterstandardizatiorof inputs. It is necessaryo identify APIs usablein already
existingcomputersystemdgor automaticdatasampling.lt is imperativeto startimplementingsome
existinglT systemasessmenineasureand,dependingntheircaducity,to decideonappropriate
upgradeor replacementshroughnew modulesdevelopedn line with PCSrequirementsSecure
securityfeatures(SSL) alignmentsare requiredfor both existing CNAPM softwaresystens and
thosewith which CNAPM exchangeslata(e.g.MSW http://msw.r9.

It is recommendethatthe webtechnologiesisedin the developmenbf the PCSplatform
be of the opentypein orderto ensurehigh sustainabilityat minimum costsfor alongtime.

Giventhecomplexityof PCS,it is recommendetb usetechnologieshatallow massivedata
processingvith minimumoperatingatency easyintegrationwith third-partysolutionsandamature
andabundantnarketfor softwaredevebpers.

In order to facilitate the costmaintenanceof the CNAPM, it is necessaryto ensure
continuousandfreeacces®f C N A P MDbdgpartmento documentatiomndsoftwaredevelopment
resourcesThetechnologiesisedby PCSwill haveto be scalableboth horizontally(the ability to
support as many users as possible simultaneously)and vertically (the ability to add new
functionalitieswithout affectingthe existingfunctionalperformance)griteriathat constitutelong-
termefficiencyindicators.Aggregae table3.1.2.1,showsfunctionalitiesanddevelopmenperiods
for PCSsystemsn majorworld ports.

PCS Technical Specification Overview Project cofunded by European Union funds (ERDF, IPA)
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Table3.1.2.1PCSsystemsn internationalports[10], [31]

Function
Port System Operator Port | Customs | EBusiness
Related Related among
customers
. Portnet Portnet.com o o o
Singapore - -
TradeXchange CrimsonlLogic Ltd. X o o
Dakosy Dakosy AG o o o
Hamburg
COAST HHLA o X X
OnePort OnePort Limited o X X
Hong Kong . Tradelink Electronic
Tradelink Commerce Limited X ° ©
Port Infolink Port Infolink B.V. o o X
Rotterdam Portofrotterdam.com The Port of Rotterdam o X o
WebJonas Authority X X o
PORT-MIS KL-Net o X X
Busan
KTNET KTNET X o X

Type of IS

Location

Key objectives

Founded

Port Communit Rotterdam, Port process coordination
1 Port Infolink ) ¥ Netherlands, with extension to supply 2004-2007 | ~1200
System .
Europe chain
Barge Rotterdam, Planning and coordination
2 Synchron8 Synchronization | Netherlands, - i : 2005 ~70
of barges
System Europe
3 Informore Datahub Netherlands, Supply chain coordination | 2000 5-10
Europe
Authentication and
4 Secure Logistics Cargo Card Netherlands, aujrhorlzatlon of jrruck 1998 ~700
= (smart card) Europe drivers and terminal
visitors
5 Dakosy Port Community HaI.nburg. Port process coordination 1981 ~1500
System Germany, Europe
6 Seagha Port Community Aniwerp. Port process coordination 1986 ~800
System Belgium, Europe
Freight . . RS
Information Real- i . Port of New York One-StOp.-i‘hOp t(." freight <1(7(f f)f
. - | Port Community and port information, Registered
7 Time System for and New Jersey, A . 2001-2002
. System providing real-time Port
Transport USA information Trucks
(FIRST) i
Pilot of system to minimize
Freight Supply Chain Federal tel:cil?:::rz‘irlbzlzviﬂlzgg the
8 Information OrEEeztration Government multi 12 &ans ort providers 2000-2003 | 20
Highway (FIH) ! Initiative, USA | [TWHPIe ransport pro k
in a containerized freight
supply chain
9 Portnet Port Community Sineapore. Asia IP;gneflreil(;e::)fsr?:;il‘;?t[lon 1984 8000
Tradenet System gapore, Asia periess s 1988 2500
applications
Port Community Port process coordination
10 OnePort System Hong Kong. Pa e?le%i :'f;wernment 2003 800
Tradelink Supply Chain China, Asia periess g 1988 53000
5 . applications
Orchestration

64

The features of a PCS systemmust ensurethat the seveninternationally recognized
functionaldimensionsassociatedavith stakeholdersn the transportchainaremet, wherethe main
functionalitiesof the PCSplatform haveto meetthe framerequirementsn Figure3.1.21:

PCS Technical Specification Overview
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DAPhNE

Shipping
B lines N
Stuffing / Freight
unstuffing of forwarders
containers

port Customs
authorities i -
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Fig. 3.1.2.1Functionaldimension®f thetransport/PC3$rameworkrequirementhain

The primaryfunctionswereidentified for eachdimension.Thefollowing list summarizes
the PCSfeaturesfor eachstakeholderdimension.

l. 18 classe®f servicesarenecessarjor Shipping Lines:

ONoOORWNE

9

10.
11.
12.
13.
14.
15.
16.
17.
18.

Distribution of transportffersof regularlines
Bookingrequestso multiple carriers
Bookinginformationandstatus

Realtime tracingof goodsstatusandmovements

Collectionof the B/L informationenteredoy freight forwarders
List for goodsloading

List for goodsto bedischarged
Dischargereport(discrepanciebetweempreviouslyannounceaontainers
andactuallydischargedneg

Customdeclaration

Dangerougjoodsdeclaration

Waterwayactivity

Berthsoundings

Vesselinspectionrequest

VPA anchaoage

Shipdepartureconfirmation

Wastedisposahotification

Harbourdues

Vesseldeclaration

Il. 12 classe®f servicesarenecessarjor Freight Forwarders:

1.
2.
3.

Facilitationfor searchingransporiffers
Bookingrequestso multiple carriers
Bookinginformationandstatus
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12.

Transmissiorof the B/L datato the shippingagents

Realtime tracingof goodsstatusandmovements

Truck nominations

Transporiordermanagement

Unloadingconfirmation

Dangerougjoodsdeclarations

Customgleclaration

Transmissiorof the Customsclearancestatus
Governmentgenciege.g.veterinaryinspection)declarations

1. 10 classe®f servicesarenecessarjor Terminal Operators:

agkrwnhPE

0.

H@@N@P‘PW!\’!—"—‘P‘PW!\’!—‘U"—‘@@.\‘P’

11.
12.
13.
14.
15.

0.

Presentatiomf receptionandstorageconditionsof dangerougoods
Vesselsschedule

Informationtransmittedon thelist of goodsto be unloaded
Beginningandendtime-stampingof unloadingoperations
Transmissiorof informationon goodsto beloadedwith sealsandstocks,
goodsremainingon quayto shippingagentsfreight forwardersandCustoms
Customsscanprocess

Truck appointmensystem

Truck arrival pre-notification
Fleetmanagementmanagingport'svehicles)

Rationalizatiorof controlsby meansof thetargetingfunctions

classe®f servicesarenecessarjor Customs

Authorizationcontrolandloadingreceipt
Customdeclaration

Follow-up of shippinga g e stbckadcountingwrite-off
Discrepancyist

Customsscanprocess

5 classe®f servicesarenecessaryor Port Authorities:

Shipdepartureconfirmation

Harbourdues

Vesselinspectiornrequest

Immigrationclearance

Surveyorclearance

Receptiorof dangerougoodsdeclaration

Vesselarrival notification

Notification for wastedisposal

Berthsoundings

Transmissiorof theagreemenandconditionsof dangerougjoodslandingon
quay,physicalfollow-up

Transmissiorof informationon the storageandpick up of dangerougjoods
Truck nominations

Statisticsfor users

SupplyChainperformancendicatorsfor users
Berthallocationmanagement

VI. 8classe®f servicesarenecessaryor Land Carriers:

1.
2.

Viewing of goodsstatusneededo leavethe port
Webcamerasattheterminalgates

PCS Technical Specification Overview Project cofunded by European Union funds (ERDF, IPA)




67

©)

HHILCTITITY

Danube Transnational Programme

Truck appointmensystem
Truckarrival pre-notification
Bargeplanning

Rail planning

Porttraffic alerts
Transporiordermanagement

©ONOOAW

VII. 6 classe®f servicesarenecessaryor Stuffing/Unstuffing Centres (usingthe
terminologyunderrecommendationf InternationalChambeiof Shipping(http://www.ics
shipping.ory andWorld ShippingCouncil (http://www.worldshipping.or
Unstufing* listsrecovery
Transferof stuffing instructions
Goodsstatusdisplay
Checkingof the Customsstatus
Containertracing:from the stuffing centerto goodsloadedi olmo ar d 0
Unstuffingmanagement

ouhwnE

* In order to mitigate the misperceptions at operational port levelwe provide the following
sources related tounstuffing/stripping/devanning  container terminology usage

1 Source (reference industryguide): Industry Guidance for Shippers and Container
Stuffers(2008)
http://www.worldshipping.org/pdf/industry _guidance_shippers_container_stuffers.pdf

1 Source (glossary of shipping terms): Glossaryof Chartering& ShippingTerms,
Kevin StephensRickmersLine (2007)
http://providenceship.com/images/publications/shipsaros.pdf

1 Source:L | o yWdridime Institute(2018)
https://www.lloydmaritime.com/en/maritirndictionary

1 Source UNCTAD (1973)
https://unctad.org/en/PublicationsLibrary/rmt1972 en.pdf

1 Source(port authority) : Portof LondonAuthority Handbook(2018)
https://serverl.pla.co.uk/assets/pla2018withcovers72dpi.pdf

1 Source(referencebook): The Economicsof ContainerizationK.M. JohnsonH.C.
GarnettRoutledge_ibrary Editions: Transporteconomicg1971)

https://books.google.ro/b&s?id=SHrCDgAAQBAJ&pg=PT73&Ipg=PT73&dqg=rotter

dam+%22unstuffing%22&source=bl&ots=K_wx9yP183&sig=wG0JNX7I8gYIkDnFa

M7bl-biBAs&hl=en&sa=X&ved=2ahUKEwiR40nQvy4TfAhXPhaYKHRGUA
c4ChDoATAAegQICRAB

PCS Technical Specification Overview Project cofunded by European Union funds (ERDF, IPA)
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1 Source(job offer task list): DB Schenke2018)
https://www.dbschenker.comfes/joboffer201712290012%23en

1 SourceDAPhNE Project, D.5.1.1:Statusof portinfrastructuredevelopmenalong
theDanubepg. 186,pg.190(2018)

http://www.interreg

danube.eu/uplds/media/approved project public/0001/16/a53054c9cc293aed37966d

aacl163a2df16e580b0.pdf

In orderto fulfil the functional dimensionsof the transportchain, CNAPM carriesout a
seriesof regulatedactivitiesasfollows:

1. Theimplementatiorof port policiesdrawnup by the Ministry of Transport;

2. Drawingup seaportevelopmenplans,in line with thedevelopmenpolicy andprograms
developedy the Ministry of Transporiandthe Regulationon SeaporOperation;

3. Coordinationof activitiestakingplacein seaports;

4. Implementatiorof seaporinfrastructuredevelopmenprograms;

5. Issueof permitsto authorizeeconomicperatorgo carryout maritimetransportctivities
within the perimeterof maritimeports;

6. Approval of port activities otherthanthosesubjectto authorizationby the Ministry of
Transporiandissueof work permits;

7. Traceandtakethe necessaryneasureso ensurethat cargotraffic in seaportandtheir
storagedoesnot affectthe securityof portinfrastructureandvesselperation;

8. Performcontrolactionson shiploadingor unloadingactivitiesandprohibit or stopthem
in thecasegprovidedby theregulationsn force;

9. Ensurehefunctionality,administrationmaintenanceepairandupkeepof theminimum
technicalcharacteristic®f the concededshippinginfrastructurein the portsof Constanta,
Midia and Mangalia and the Tomis Marina as well asits own patrimony and make it
availableto usersin a non-discriminatorymanner,in accodancewith the regulationsin
force;

10. Establishmenof the of shipentryorderinto seaportsallocationof berthsandissuance
of berths;

11. Provisionof services poperationsandworks, by delegationof competencein orderto
fulfil the obligationsincumbentuponthe RomanianStatein the internationalagreements
andconventiongo which Romanias a party,suchasthe searchor andsavingof life atsea
andtheinterventionin the caseof pollution;

12. Representatioof the Ministry of Transportin relationswith the concessionairesf the
shippinginfrastructureor of the safetyservices.
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Information gathering sample/unintentionalinformational redundancy

69

Thefollowing sampleaddres®nesideof datacollectingprocessluringinteractionphases
in normaldataexchangeisingstandardizedorm (only paperformat):

PTHBorderCrossPoint)document Customdorms Port MaritimePorts Other
forms Authority Administration

17 arrivahotice 17 arrivahotice 17 arrival 1-general 1-general
217 portregulations 17 onboardsupplyeclarations notice declaration declaration
1-generatleclaration 1-generatieclaration 17 payment | 1-cargo 1-cargo
1-cargadeclaration 1-cargadeclaration confirmation | declaration declaration
2-crewlist 1-crewlist 1-crewlist
1- personaffectist 1- personadffectist 1-

1- passengdist 1- passengdist passenger
1-crewmoneyist 1-crewmoneyist list
1-ship'smoneyist 1- ship'smoneyist

1-medicinést 1-medicinést

1- narcotics/strofigt 1- narcotics/strofigt

1-nillist(nodrugsnarcotics, 1-nillist(nodrugsnarcoticammunition)

ammunition) 1-shipstore

1-shipstore 1-lasttenportsofcall

1-lasttenportsofcall 1- ship'sparticulars

1-ship'particulars 17 custompermitifnecessary/thenere

1- cargananifedtifnecessary) somdlifferenaspects)

PTH(BorderCrossPoint)document Customdorms PortAuthority MaritimePorts | Other

forms Administration

17 departuraotice 17 departuraotice 17 departure | 1-general 1-general
1-generatleclaration 1-generatleclaration notice declaration declaration
1-cargaleclaration 1-cargaleclaration 1-permit 1-cargo 1-cargo
1-crewlist 1-shipstore alongside declaration declaration
1- passengdist 1- cargamanifegnorigina(if 1-crewlist
1-shipstore necessary/theneresomelifferent 1-passenger
1- stowawagheckKist aspects) list

1- cargananifedifnecessary)

Fig. 3.1.2.2Documentgprocessingnformationarea(manualapproachlooselystructured)
in the Portof Constanta

Furtherfeasibility studywill consolidateheinformationaggregatiorandwill structuret to

a level to makethe comprehensibldlux analysisin orderto evaluatethe value of loses
generatd by unstructuredlataapproach.

As in DAPhNE ProjectWork Planversion4/01.06.2017therearewell known drawbacks
in datainformationsystemin port areawherestakeholdersormally exchangenformation
via fax, email, phoneetc. reducingport operationeffectivenessdue to factors sud as
differentmessagéormat, paperadministrationgdoubledataentry,datalossetc.

In carryingoutthelistedactivities, CNAPM operates logical structureof portinformation
as provided by the legislation in force and by the technicaleconomic practice, while the
computerizatiorof the port processess partial. The informationstructureandrecurrentelements
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currentlyusedin theportareageneratghysicalredundancylogical redundancyastheredundancy
of the pre-existinginformationsystemsalsoarises.

Fig. 3.1.2.3Unintentionalinformationredundancyn physicallyformatusingstandardizedorms
in Portof Constanta

Unwanted/unintentionahformationalredundancyfor the purposeof this chapter,is the
unjustified storageof information severaltimes in different physically and logically different
systemsln the activity of CNAPM redundancycomesfrom recurrentdata collection,sometimes
from possiblesourcef informationandfrom thelack of controlanddatacomplianceatasystemic
level throughvalidationalgorithms.The employeeé professionalisnis a correctivefactor, acting
in the senseof early identificaion of inconsistenciesn structuring and the veracity of the
information,butthis stages subjectto humanerrors.Theheterogeneitpf theinformationretrieval
formatsentailsa seriesof risks of occurrenceof datamistakesmadeby samplingthe samedata
differently and/orincompletelystructuredasin Figure3.1.2.2.

Therearedifferent kinds of unwantednformationredundancyn Portof Constantadueto
thedifferentnatureof dataprocessingnodesmanualsystemvs automatedsystemsHowever the
automatedystemgendto coveronly somepartof harbair processe¢e.g.billing, whereeveryport
operatoras well as CNAPM have their own systems) ship datacollection (MSW operatedby
RomaniarNaval Authority, CNAPM andCustomshadtheir own systemsetc.)

Therearetwo mainwaysto aggregatehe overalldataflux: to importfrom severalkystems
alreadyactivein harbair areaor to developanewsystemwhich canactasmainintegratorto achieve
a betterdatamodelin orderto usetherealport featuregnteractions.

Due to developmentand sustainabilitycost, only the developmentof the new systemcan be
recommendech long termbecausehe heterogeneityf existingsystemss too difficult to address
in termsof complexity,securityandsustaimbility.
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As a sampleof our stancewe canshowthe comparisonn figure 3.1.2.2wheresomeunintended
informationoverlappingcould be observed.

NUMIER OF PERSGNS ON NOARD

NEXT PORT

st Port: ZZUKN-Z2 asic il

ITINERARY OF CRUISE SHIF

CARGO DOCUMENTS

= Notications
SHIP IDENTIFICATION

SHIP PARTICULARS

AlRIVAL

DEPARTURE

PORT OF CALL

(@)

Fig. 3.1.2.2(a) PossibleredundancyetweerCNAPM andMSW (www.msw.rg
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Fig. 3.1.2.2(b) UnintentionalinformationredundancyetweenrCNAPM andMSW
(www.msw.rg - mainly manualoperation/nanterconnectiorbetweerdifferentinformational
systems

Advantagesover early PCSimplementations

The advantagef late development®f complexPCSsystemsn the CNAPM situation(compared
to theotherportsin Table3.1.2.1)is given by the opportunityto usematuretechnologiesspecific
to the introductionof Industry4.0 asa conceptuaklementof port operationin the nearfuture. It

canbeconsideredin this casethatthetechnologiedestsuitedto PCSdevelopmenarethosebased
on a combinationof Open Sourceproductsand personalizedlevelopmentfollowing the trends
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introduced by the companiesthat operatethe largest data volumes globally (Table 3.1.2.2).
MariaDB, MySQL, PostgreSQLldatabaseand serverside scriptingtechnologiedike PHP,Java,
Python,Scala,Rubyarerecommended.

Table 3.1.2.2Widely usedprogramminganguages/databasg@gsaostlyopensource)

N Front-
Popularity end Back-end
Websites ¢ | (unique visitors per ¢ N L R * Database * Notes
(Client- (Server-side)
month)[1]
side)

C, C++, Go,[?l Java, Python, PHP

Google.com!?] 1,600,000,000 JavaScript (HHVM) Bigtable,[4] MariaDB!?! The most used search engine in the world
. Hack, PHP (HHVM), Python, C++, Java, | MariaDB, MySQL [ HBase, o i o
Facebook.com 1,100,000,000 JavaScript . The most visited social networking site
Erlang, D,®] XHP,[7] Haskelll®] Cassandral?!
. " 12 Vitess, BigTable, o . N
YouTube.com 1,100,000,000 JavaScript C, C++, Python, Java,l'] Gol'2] MarlaDBISI13] The most visited video sharing site
. PostgreSQL, HBase, ‘Yahoo is presently("€"77] transitioning to
Yahoo 750,000,000 JavaScript PHP . 4 e
Cassandra, MongoDB,[4] Node.js!5]
Amazon.com 500,000,000 JavaScript Java, C++, Perl16] Oracle Database!7] Popular internet shopping site
N . 18" "MediaWiki" is programmed in PHP, runs on
Wikipedia.org 475,000,000 JavaScript PHP, Hack MariaDBl'8] .
HHVM; free online encyclopedia
Twitter.com 290,000,000 JavaScript C++, Javal19], Scalal®?], Ruby MySsQL=1] Popular social network.
N N Microsoft SQL Server,
Bing 285,000,000 JavaScript C++, C#
Cosmos
eBay.com 285,000,000 JavaScript Java,[22] JavaScript,[23] Scalal?4] Oracle Database Online auction house
N . An email client, for simple use. Mostly
MSN.com 280,000,000 JavaScript C# Microsoft SQL Server " "
known as "messenger”.
. - One of the world's largest software
Microsoft 270,000,000 JavaScript C# Microsoft SQL Server
companies.
Linkedin.com 260,000,000 JavaScript Java, JavaScript,[25] Scala Voldemortl25] World's largest professional network.
Pinterest 250,000,000 JavaScript | Django,[27] Erlang MySQL, Redis [28]
PostgreSQL, HBase,
WordPress.com | 240,000,000 JavaScript PHP J

Cassandra, MongoDB,[29]

In orderto assurelong term usageof PCSwe needto take in consideratiorthe full software
developmentlife cycle model: Requiremengatheringand analysis,Design, Implementationor
coding, Testing,DeploymentandMaintenance.

Requirement gathering and analysis: A RequiremenSpecificationdocuments createdin the
first phaseandservesasa guidelinefor the next phaseof the model. The testingteamfollows the
SoftwareTestingLife Cycle andstartsthe TestPlanningphaseafter the requirementsanalysisis
completedThis phasdas mainly focusedon the projectmanagersindstakeholders.Meetingswith
managersstakeholdersand usersare held in orderto determineall the necessaryequirements.
There are general questionsthat get answeredduring a requirementsgatheringphase. After
requiremengathering theserequirementareanalysedor their validity andfor the possibility of
incorporatingnto the system.

Design As a secondstep,SystemDesignhelpsin specifyinghardwareand systemrequirements
andalso helpsin defining overall systemarchitecture The systemdesignspecificationsserveas
inputfor thenextphaseof themodel.In this phasehetesterccomeup with the Teststrategywhere
theymentionwhatto ted, howto test.

Implementation/Coding: On receiving system design documents,the work is divided in
modules/unit@ndactualcodingis started Since,in this phasahecodeis producedsoit is themain
focusfor thedeveloperThisis thelongestphaseof the softwaredevelopmentife cycle.

Testing: After the codeis developedt is testedagainstthe requirementso makesurethat the
productis actuallysolvingtheneedsaddressedndgatherediuringtherequirementphaseDuring
this phaseall types of functional testing like unit testing, integration testing, systemtesting,
acceptancéestingis doneaswell asnonfunctionaltesting.
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Deployment: After successfutestingthe productis delivered/deployedio the customerfor their

use.As soonastheproductis givento thecustomersheywill first dothebetatesting.lf anychanges
arerequiredor if anybugsaredetectedthentheywill reportit to theengineeringeam.Oncethose
changesaremadeor the bugsarefixed thenthefinal deploymeniwill happen.

Maintenance: Oncethe customerstartusingthe developedystemhentheactualproblemscome
up andneedto be solvedfrom time to time usingalong term,well controlledversioningsystem.

Expertise gathering from previousimplementations: casestudy visit i Port of Antwerp

As in DAPhNEprojectgoalsdescription PCSmanagespptimizesandautomategport and
logisticsprocessethroughasinglesubmissiorof dataandconnectingransporeindlogisticschains.
It enablesntelligentandsecureexchangef informationbetweerport communitymembers.

The primary goal of activity 5.3 Port IT Community Systemwithin the Work Package5: Port
Developmenbf the DAPHNE projectwasto definearealisticapproactor specifying,developing
andimplementinga PCS(Port CommunitySystem)which is adequatdor portson the Danube A
studyvisit to a port in the Rhineregionwasorganizedo Portof Antwerp on June22nd2017,to
collectvaluableinformationbasedn over 30 yearsof experiencen developmenandoperationof
a port community system.The main purposeof the study visit was to gain information and
knowledgeaboutthe APCSfrom the presentationanddialoguebetweerthe consortiummembers
andthe Portof Antwerp representativesdentifying efficient solutionsfor the smallerscaleports,
aswell asidentifying which functionalitieswould simply not be feasibleor costeffective.As a
results,thereare a lot of principlesto be usedin further implementationof PCSin the Port of
Constantarealike the structuringPCSoperationsn four main functionalities (Cargo&Logistics,
Hazardousamgo, CustomsandNautical)taking into consideratiormoderndemanddor technical
and security aspectslike: Secure datatransmission,Senderand receiverauthorization, High
availability (99.5%uptime),Preferencdor web application(cloud basedsolution,no installation
of softwarefor clientsis required),Single sign-on andfederatedauthorization SAML token used
for accesandtransferof authorizatiorinformation.

The technical approach,cloud based,will further enablethe CNAPM servicesto be
deliveredaseServicespartfreeandpartsoldin paidformat.

Module functionalities

Core module is the central part of PCS architecturedue to its two main functions: user
managementand data layer interactions. This modulewill cover the userauthorizatiom and
authenticatiorasits primary function. The single sign-on featureis mandatorybecauset enables
usingthe sameaccountor all modulesandpartsof the PortCommunitySystemsothatusersd o n 6 t
needto useandmaintainmultiple accountdor the same datasetge.g.username/emaihame last
name contactinformation,profile picture,etc.). Thiswill simplify the usage of theystem as a whole
andwill increasehe adoption and retention rates of all actors within the port community. This includes
assigning user roles, individual access rights, data access rights, etc.

Every othermoduleneedsto posesa securitytokenwhich will enableit to retrieveall the daa it
requiresandis authorizedo getandnothingmore.The othermodulesshallhandletheaccessights
anddataaccessightstaking careof restrictingthe datathatis visible to their usersto the datathat
theuseris authorizedo accessThesecuity mustbeperiodicallyauditedanddataconformityneeds

to beapproved.
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Cargo moduleis intendedto bethe bestmethodto managehe cargooperationsasa wholeandto
assurethe best tools for cargo manipulation, cargo editing, cargo reporting, including ERI
Notification Messagealata(VES-shipto shore,CAR-shoreto shore PAS-authorityto authority).
Tracking & Tracing module will havethe primary role in the surveillanceandthe information
provisionaboutthetraffic from/to andwithin the portfor the portauthorityandfor otherauthorized
stakeholdergi.e. customsship owners,etc.). This will allow all authorizedmembaes of the port
communityto geta detailedpictureof thetraffic situation.The AIS datafrom the T&T modulecan
be used for planning purposesfor berth managementand potentially for billing (automatic
calculationof times spenton berth,automaticregidration of entrancetime or any otherrelevant
informationthatcanbe calculatedautomaticallyfrom the locationdatathatis availablein the AlS.
However,dueto inherenterrorsthat could be generatedby AlS architectureanddatastructurethe
informaion for T&T mustbe checkedagainstothertypesof data(form contentsarrival notices,
customdeclarationsetc.)

Statistics module will assurehe datacollectionfor monitoring, efficiency improving andfurther
planningof all harbaur activity. The datacould be usedfor decisionmaking,beingsuitablefor Al
machindearningandfuture automationOneof mostimportantfeaturehereis the ability to design
the customfilters andreportsableto fit the real needsof improvingthe ordinaryactivity not only
to createthe standardeporttemplate.

Berth managementmodule is one of the mostimportantprocesse@ any ports. Danubeproject
p a r t podsarsad courseno exception.Thereforethe berthmanagemenoduleis considered
amandatoryinclusionin the Constantdharbar PCSusingatimetableandlive visualizationof the
berths As previouslymentionedAlS mightnotbeareliableenoughsolutionto automaticallydetect
which partof theberthis occupiedby avesselUsingtheexpertisérom Portof Antwerpandtaking
in consideratiorthe dimensionand heterogeneityof Port of Constantajt is mandatoryto usea
camerasurveilancesystem(CCTV) that could be integratedvhendesigningthe PCS.Depending
on the positioningof the camerasandthe quality of the video feedit might be possibleto identify
informationaboutthelocationof avessebnthe berthwithout theneedfor humanvisualinspection
ontheberthitself. In orderto increasdahelevel of automatioran electronicbookingsystemwould
easdheprocesf berthmanagemenrdllowing shipsto reserveheir placeat the berthif available.
Billing moduleis intendedo cutthetime andcomplexityof billing processesThus,thereis agreat
demandfor this kind of automationbecauseof the effects generatedon entire port economy.
However,only partof this billing systemcanbeimplementedn the Portof Constantalueto high
heterogeneityf billing processesiducedby thefiscal authoritiesandnationalRomanianiaw. We
presumehe easyapplicabilityin the areaof CNAPM ownedprocessedMeanwhile with a proper
policy of billing, other servicesand activities from different partiescould be addedas a new
functionalityfor thebilling module.Forthisreasonthebilling modulearchitecturenustbeflexible
to futuremarketneeds.

Storageallocation module intentionis to optimize storagespaceallocationfor increasecdverall
efficiency. This caninclude packagingohase warehousesnanagemeninventoriesevidenceand
storagereporting availability. It is mandatoryto assurenearreakttime storageareasynopsis to
optimizethetraffic andstorayespacesn thePortof Const an S a

Interface towards other transport modesis a very importantlinking module betweeninland
transporfacilitiesandharbaur activity. Dueto overallcomplexity,this modulecanbeimplemented
only usingdataexchangavith existentsystemsnrail androad.ldeally,anylargeportwill startthe
optimizationprocessesakingin consideratiorthe interactionsbetweemmultimodaltransportation
actors.

PCS Technical Specification Overview Project cofunded by European Union funds (ERDF, IPA)




)

HIlteIrcy ks

Danube Transnational Programme

76

In our pre-feasibility studywe takein consideratiorthe systemslevelopedythei | nf or m

feroviako with the systemhttps://imcomm.infofer.r@asshownin figure 3.1.2.3.0n theotherpart,
this modulecouldleadthe othertypesof informationandtransportmodesn future stepsdueto a
flexible designwith dataexchangeassmaincommitmentfor moduledevelopment.
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Fig.3.1.2.3IMCOMM Systemfor Romaniarrailroadshttps://imcomm.infofer.ro

The synopticarchitectureof the PCSis explainedin accordancevith the provisionsof the Danube
PortsNetwork, output5.2 - Model architecturdor Port CommunitySystem(PCS) developedy

RGO Communicationd.td., version4.0 of 13/06/2018Figure3.1.2.4).
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3.2 Institutional issues for implementation

Theimplementatiorof a PCSin Romaniarportsis a complexanddemandingprocess
which requirestheactiveparticipationof all stakeholdersvhowill beconnectedo this platform
sothatPort CommunityMembers(PCM) will participatein all stagesof PCSimplementation.

TheentirePCSimplementatiorprocessn Romaniarportsmustbe basedn adequate
standardso ensureefficiency, simpleandmultiple dataanddocumenexchangeandinformation
security.

Thedevelopmenbf a 12-stepPCSis shownin thefigure below.

Why choose to have a
Port Community System?

Create a Common
Understanding of
a Port Community

System

How to start developing
a PCS - the Community

Ambassadors

ACTIONS

Long-term

Operation
Communication

Identification of Core
Business Processes to
- be Addressed

Use Existing
Knowledge of Port
Community Systems

PCs
Organisation

Customs
Integration

10 Development

Groups Legal Framework

Fig. 3.1.2.5 Stages of PCS implementation (Sout@e:epcsa.eu
Stepl

ConstantaMaritime PortsAdministrationshouldtake stepsto raiseawarenesamongport
community membersto explain the PCS system,the benefitsand advantage®f using sucha
platform.

Step?2

Motivation of choosingo implementa PCSsystem:

AReductionof port processemefficiency- excessivéureaucracy;

AAccessto electronicdata;

A Integration and compliancewith EU and national directivesinto a Single Window
platform;

ACompatibilityof informationwith otherportsthathaveimplementeda PCSsystem;

AProvidingbenefitsfor the entire port communityby reducingbureaucracyandelectronic
accesdo datasharedoy all stakeholders;
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ABusinessprofitable facilities of the PCS systemwhich are generatingefficiency for all
participatingactors.

Step3

In orderto implementa PCSsystemwithin the port community,Constantaviaritime Ports
Administrationmustdevelopthefollowing actions:

AConvincingthe harbair communitycarryingout activitieswithin the harborto streamline
theimplementatiorof aPCS;

AAssumingtherole of projectleaderby attractingthe responsibilityto implementthe PCS
systemin the interestof the port communityand actingindependentlyof one'sown intereststo
promotethe generainterest;

Aldentifying the financial resourcesto develop an appropriatemodel in line with the
legitimateinterestsof all actorsinvolvedin the PCSsystem.

Step4

AConstantaMaritime Ports Administration needsto act with Constanta Port Business
Association(CPOA) alongsidewith otheravailable authorities (atthetime-frameof PCSDesign
Phase}o be"ambassadordbr promotingthe conceptandimplementatiorof a PCSinsidetheport
area.

AThroughthese"ambassadors'the authoritywill understandhe needsandthe way PCS
helpsthemto improveandbemore efficientin relationto ConstantaMaritime PortsAdministration.

Step5

A Establishmenbf a permanentcommunicationduring the implementationof the PCS
systemmonitoringthe progressn implementationwith participationof all actorsinvolvedin the
portcommunity.

AA two-way communicatioris neededrequestingopinionsfrom eachactor.

Step6

Aldentifyingtheneedof eachactorin the port community(dependingn the activitiesthey
carryout) andgrantingaccessightsto the PCSplatform.

Aldentifying the existing processesvithin eachport community actor and reportingthe
specificsin orderto highlight the benefitsof a simplified electronicapproachto usingthe PCS
platform.

Step7
Integratinginto the PCSfunctionalitiesgeneratedy the needsof the port community:

AFunctionalitiesneededy eachactorof the port community.
Asatisfyingall interestedartieseconomicoperatorsandport authoritiesinvolved
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Step8

Forimplementatiorof the PCS thelegalframeworkin which the systemwill haveto work
should consider- for example: data protection rules, maritime laws and directives, customs
proceduresnationalandinternationakegulationsaswell aslegislationsanddirectives:

Alnternational

AEuropean

ANational

Step9

Theorganizationamodelof PCSsystemshouldbe (but not limited to):
Apublic - privateor public or privatepartnershigype

Emphasiswill befocusedon:
Afinancingmode
Agovernancenode

StagelO

ConstantaMaritime Ports Administration should identify thosecommunity stakeholders
which play a key role in their developmentteams,in order to establishsolutions for the
implementatiorof the CFPin line with the need=f theidentifiedrepresentativgroups.

Aldentifying expertsto setup working groupsfor eachtype of port communityactor;

AAnalysingactivitiesand processmanagementidentifying which processesely on other
to determinehe orderof theirimplementatiorandto limit delays)

Stagell

It is recommendetb usethe previousexperiencen implementingCFPsin otherportsfor:
ANot startingfrom groundzero.

Asharingthe knowledgeandexperiencegainedin implementation.

AAsking for adviceandknow-how wherenecessary.

Step12

For implementng and using a PCS systemas well as a sustainablé®CS operator,it is
imperativeto identify thefollowing needs:
Aincomestreams mostport communicatiorsystemausemixed revenuestreamscentered
around:
- annualor monthlysubscriptiorfeefor differentiatedservicesor for all services
- tax perload unit (tonnage customsdeclaration,TUE, barrel,ship, hour, etc.) per
servicechargeor perEDI transactiorfee
- participantfee
Awaysof developmenandevolutionalongthe process;
A updating systemsin accordancewith international, EU and national regulationsand
directives.

PCS Technical Specification Overview Project cofunded by European Union funds (ERDF, IPA)




84

©)

HHILCTITITY

Danube Transnational Programme

3.3 Expected results

Themainbenefitsfor CNAPM resultedfrom PCSimplementatiorwill consistin improved
informationaldataflow anda shortageof internaladministrativeproceduresvhich will allow, as
directconsequencegenerakostreductionandincreaseactivity efficiency.Thereareseverabther
improvementand advantagesderived from overall increaseof traffic due to berth activity
improvementcargooptimizedflow, improvedstoragenanagemenfidvancedtatisticsandfuture
Al assisteddecisionaswell asa betterinterfacewith rail androad transportationCNAPM will
benefit from all this main advantagesvhen correlatedwith long term effect: there are great
expectanceto increasehe valueandthe financial flow with directimplication on nationalal EU
economy.

Specificpotentialbenefitsof implementinga PortCommunitySystemgPCS)platformhave
beenidentifiedasaresultof theresearchThe potentialbenefitsidentifiedareoutlinedbelow:

1. Integration with other similar systemsn the European Union and beyond.Theseare
in correlationwith the logistic chain services,primarily providing visibility and data security
elementsln caseof a containerthatis shippedthroughan intermediateport, the integrationof a
PCScanimprovevisibility anddataaccess:

(1) Thetypeof cargoexistsin the containemwvhich is beingtransported

(2) In caseof transhipmentidentifying the placeof transhipmentthe nextshipcarryingthe
containerthe changedor thefollowing reattime shippingroute.

(3) In caseof losingthelink with the cargo,which arethe otherpossibilitiesof addressing
thetransportAll of thesedatawill leadto a betterestimationof containerdeliveryto the delivery
port.

Althoughcontaineroutinginformationcouldbe obtainedthroughdirectbilaterallinks with
carrierscarriersshouldbeconnectedo thedestinatiorportPCS whichis anunrealisticassumption
from ourview point.

We believethat it shouldbe advantageouso collect this datathroughPCS. This would
increasethe attractivenessof the integratedtrade bands, provided that the major ports of
transhipmenareaggregatedotherportswith PCSimplementedRotterdamBarcelonaShanghai,
etc.).

2. Interfacing with Maritime Single Window. The Port CommunitySystemmay include
a functional interfacefor MSW so that stakeholdersan reportdirectly to MSW usingthe PCS
interface Theintegrated® CSplatformcanprovideanalternativefor infrastructurghorizontal)with
respecto EMSA/SafeSeaNedpecificreporting(asoppose to verticalintegrationoy MSW).

3.Big Data Applications. A PCSplatformis arich sourcebasednvariousdatatypologies.
The advantagegiven by the "network effect" or "network effect” (increasingthe amount of
informationwith the numberof squaresyvill thusbe possible alsoensuringhe possibilityto make
the dataanonymous Large businessdata can be extractedfrom businessdata, but also from
statisticalanalysis,useful for processingoy authoritiesat different levels (port authorities,local
governmentspationalgovernment).

4. From the perspectiveof the senderrecipient/owner of the goods.If afreightcarrieror
acargoownermanageklirectsthe cargoto a certainnumberof ports,hewill manageheroutingof
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the cargoto the portsthemselvesprovidedhe'sheconnectgo the PCSof that port. An integrated
PCSwill makeit possibleto provide (1) containerstatusinformationanddispensinghe container
from a single source;(2) viable integrationof the bank with regardto paymentmessages(3)
speedingup the releaseof containersgespeciallyif Areal on PCSintegrationoutsidethe EU is
resolved.

5. From the perspectiveof the shipping company- shipping line. The perspectivef the
shippingcompanyis centeren theideaof transmittinginformationonae, unlike transmissiorno
eachport(EU). Forexamplethelist of dangerougoodsonboardis thesameattheportof departure
andat the port of arrival. In addition,terminalinformationcanonly be transmittedonetime only,
assuminghatanintegratel PCScantake careto removeor add containerdataitemsbecausehe
physicalcontainersaareremovedfrom the shipandor loadedonto the ship. The shippingcompany
will alsobenefitfrom the operationakfficiency of vesselagentsvorking on behalfof the shipping
company.

6. Backbonenetwork. Acting like "physicalinternet"for olderPCSconceptg19952010),
it is possibletodayto extendthe concepttaking into consideratiorthe future developmentsn
communicationtechnologyusing cloud computingand endto-end security paradigm.We can
further extendthe principle to apply to every other securenetworkinfrastructurewith increased
degreeof communicatiorredundancyAll the backbonebenefitsarerelatedto the introductionof
informationanddecisiormakingcapacityin the PCSaswe statedpreviousy in this chapter.The
PCS moduleswill assurethe data collection for monitoring, efficiency improving and further
planningof all harbaur activity. The datacould be usedfor decisionmaking,beingsuitabde for Al
machinelearningand future automation.In the caseof containertransport,possibleapplications
includereroutingcontainerdrom the origin to the destinationin responseo unforeseereventsin
the network (e.g. cancellationof the servicein question)or in the context of Synchromodal
operationsywherecostsandenvironmentalmpactaredecisionvariableswithin thecontaineresale
network.For example,anintegratedeuropearPCScan help to choosethe hinterlandconnection
not only at the destinationport itself. The ee-Complianceconsortium(http://www.ecompliance
project.eu/media/1541/d5_1 portsystem)potinsideredthe shippingline perspectiveto be the
mostpromisingin the contextof the project. To someextent,the cargoowner/consigneefreight
forwarderperspectivédnasalsobeenconsideregromising,howevedimited dueto thefactthatonly
a minority of theses t a k e hdedlwite thedPLSsdiredly. The Integrationwith the systems
outsideof the EC has beenconsiderednterestingand promising with respectto customsand
terminalsandglobalpipelinefunctionalityfor the cargoowners.

However,regardingthe applicability of EuropeanMaritime Single Window environment
and repealingDirective 2010/65/EUand the correspondingnationallaw no. 162/15May 2013
regardingeportingformalitiesapplicableto shipsarrivingin andor departingrom Romaniarports
thereis a Proposalfor a REGULATION OF THE EUROPEANPARLIAMENT AND OF THE
COUNCIL establishinga EuropearMaritime SingleWindow environmentandrepealingDirective
2010/65/EU COM/2018/278final - 2018/0139(COD). For sustainabld?CSimplementationwe
need to take in prefeasibility study the main goal of EU legislation proposal (https://euf
lex.europa.eu/legadontent/EN/TXT/?uri=CELEX%3A52018PC02)/8

Maritime transportoperatorsfacea wide rangeof legal reporting requirementsachtime
a shiparrivesin or leavesa port (a port call). Thefact that reportingrequirementsare not
harmonisedeitherbetweerdifferentpolicy areaswithin MemberStatesor betweerMember
Statesresultsin a heavyadministrativeburdenon suchoperators.Over two million port
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calls are madeannuallyin the EU. Shippingsectorstaff currently spendan annualtotal of
about4.6 million hoursonreporting.

TheEuropeanCouncl highlightedthe problemin its 2017Vallettadeclarationon maritime
policy and in the Council Conclusionsof 8 June2017 2 on the priorities for the EU 6 s
maritime transportpolicy up to 2020.It underlinedthe needto reducethe administrative
burden on maritime transport by providing for simplified, digitalised and harmonised
reporting proceduredor ships.It reiteratedthis messagén its Conclusionf 5 December
2017 on digitalising transport3. Maritime transportoperatorsalso voice strongconcerrs
aboutthe situation.

The problem was analysedin an evaluation of the 2010/65/EUReporting Formalities
Directive, conductedas part of the fithesscheckon EU maritimetransportpolicy carried
outin 20162017.Thisevaluationconfirmedthe analysisof the problem.

The purpose of this proposal is to addressthe current nontharmonised reporting
environmenftor ships.TheproposedewEuropeanMaritime SingleWindowenvironment
bringstogether,n a coordinatedand harmonisedvay, all reportingassociatedvith a port
call. This, in turn, will also improve interoperability and interconnectionbetweenthe
relevant systems,thus enabling data to be shared and reused more efficiently, as
appropriate.

The freight forwardercan obtaina decisionsupportsystemthroughvirtual port systemgETA at

different ports, hinterlandoptions availableat thoseports at the time the containeris released)
becausanintegrated®CScanoffer the neededautomation.

The backbone network has the high potential for more effic@mrting and positioning of empty
containers because (a) shipping companies inform the carrier where to deliver the empty container
and (b) different shipping companies can redirect containers as a loan.

3.4 Investment costs estimated by reference to similar investment objectives

Port Community Systemg(PCS)is a complexplatform with a variety of integratedlogic
subsystemghatcoordinatehework of alargeportcommunityaswell asandof their partners.

The systemitself is primarily intendedto focusandcentralizethe multitude of documents
andinformationthatwill serveto optimizeportactivities.

PortCommunitySystemsanincludevariousstructuredrganizationasolutionsin theform
of varioushardwarésoftwareapplicationgo meetthe needsof stakeholderso maximizephysical
infrastructureandmanageport operationsasawhole.

The developmentand introduction of sucha PCS platform is a very complex activity,
necessaryo be distributedto a numberof stakeholdersvith partialinteress in the functioningof
the PCS.

Thisrequiregheprioritizationof PCSinternalsub-projectsit is almostimpossibleto ensure
anadequatejuality whenall the PCSfunctionalityis implementedat onetime.

A correctapproachby ICT managememnvould require PCSto be first describedn detail
anddividedinto severakubprojects(modules).
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Companieseedtio knowthecoststheygeneraten their businesso makesurethatthe cost
cuttingmethodsareproperlymanagedndthatthesuccessf aninitiative to introducea PCSsystem
is properlyensured.

Therefore,when introducingthe PCS, it is importantto distinguishbetween'right" and
"wrong" whendecidingto investin anICT systemsuchasPCS.

Therearethreetypesof investmenin ICT, nanely:

1. Replacemeninvestments the technologythat replacesthe humancontribution
(chosemurelyfor economiaeasons).

2. Additional investment their goalis to improvethe productivity andefficiency of
employeesy doingtheirwork in newways.

3. Innovative investments- they establisha new competitivenesdy changingthe
existingwaysof doingtheactivitiescarriedout at a certainpointin time.

Investmentsn a PCSsystemarecomplexbecaus¢heycoverall threeinvestmentategories
descriledabove ThePCSsystenis alreadyreplacingexistingtechnologiesimprovingproductivity
butalsointroducingnewservicesandcreatingnew customerandbusinessnarkets.

Severamethodologiesould beusedto assessheinvestmenin aPCS:

1. Traditional Return Investment(ROI) technologymeasureghe improvementsof PCS
implementatiorresultingfrom processautomation.

2. Thecombinedvalueof improvingthecompany'gerformancenotonly from theresulting
savingshutalsofrom thedecreas@ thenumberof iterations(processes) typical examplewould
bethetime spentby automatingorocesseandtasksin the PCS with thetime savingsbeingdevoted
to resolvingcritical andcomplexissueslsewherén thecompany.

3. Acceleratinghetime depenlencyvaluefor otherPCSusers customersandstakeholders
willing to contributeto the newimprovedPCS.The moveis supporteddy the low costof sharing
informationandimprovingtheflow of information.

4. Innovationassessmenthosepurposes to predct thevalueof the new PCSsystemasa
directresult.In thecaseof PCS,it canattractotherstakeholderancreasehelevel of brandingasa
portrait image and therefore,indirectly increasethe numberof companie&lients involved, both
local andinternational.

PCSis notusuallyintroducedrom asingleiteration,requiringa safeappoachthatrequires
splitting PCSinternalprojectsinto differentcategories.

Eachdevelopmenibof key PCS operationsshould be evaluatedin direct financial terms.
However, shortterm benefitsfrom a financial perspectivecannotshow the true potential of the
introductionof the PCS Moreover,derivedbenefitsare not usuallyjust financial, andit is very
difficult to anticipatethemin advancewhich is in direct contradictionwith the requirementgor
managinghe measurabl@rojects.

The usual solution is to use feasibility studiesaiming at finding the best performing
alternativesatthelowestpossiblerisk levels.

An investmenin PCSinvolvesaninvegmentin the way port communityis organizedand
is closelylinked to the overallmanagementf maritimesystems.

PCS Technical Specification Overview Project cofunded by European Union funds (ERDF, IPA)




88

)

HHILCTITITY

Danube Transnational Programme

Dueto the complexityandnumberof stakeholdersvolved,the directeconomicefficiency
of aPCSis difficult to assesddoweverwe propoe adevelopmeninodulesschedule(figure 3.4.1)
basedon servicesandactivitiesin chapter3.1.1.

Derivative costsand benefitsattributedto other partiescannoteasily be convertedinto
figures. An importantpart of the benefitsis relatedto the entire port communityand cannotbe
expresseth monetaryterms.

Costbenefitanalysiss bestsuitedto profit-orientedcompaniesandin the caseof PCS the
biggestchallengds to selectthe measuresisedto assignquantitativeandqualitativeidentifiers.

A standardset of costbenefit key indicators can be usedto assesshe efficiency of
investmentsmplementedn PCSinfrastructure:

AVN - netpresenwalueof the PCSinfrastructure

AVB - the currentaccumulatedvalue of the benefitsderivad from newinvestmentsn the
PCSinfrastructure

AVC - theupdatedcostof newinvestmentsn the PCSinfrastructure

ACB - costbenefitratio= VB/VC

AThenetinvestmenbenefitPCS=VB i VC

Eight priority in implementat
- due to payment optimisation
Billing module needs

Fourth and Fifth priority in
implementation due to
feedback & decision needy

I
Second priority in

Tracking & Tracing & Statistics implementation due to por
main activity main purpose

\ Third priority in implementatl
due to port activity cargo

Berth management module

Cargo module

PCS CORE

Storage allocation module

First priority in implementat
due to PCS System
Architecture

Interface to ther transport modes

Seventh priority in
implementation due to storage
space optimisation needs

Sixth priority in impletagon
due to inland traffic interfac

| o

Manageable interaction layer

Fig. 3.4.1A proposedrderfor moduledevelopmenturingPCSimplementatiorphasan Portof
Constanta

3.5 Exploitation and maintenance costs estimated by reference to similar
investment objectives

Port Community Systems(PCS) is a complex platform with a wide variety of
integratedogical subsystemshat coordinatethe work of a complexport communityandof their
partners.

Dependingon the integrationscenariosthe basicversionof the PCSplatform thatmay be
implementedalongwith the numberof modulesrequiredto beintegratedin termsof stakeholder
needs)is differentfor everyscenario.
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Costsof runningthe PCSplatform:

AUnderwarranty- Given the complexityof a PCS,the providermustoffer oneor
more yearsof warrantyto cover any malfunctions/errorghat are still unknownin the
developmentand deploymentstagesof the PCS platform. During this time, all errors
occurringin the developmenof the platform,in theimplementatiorandproductionphases
are supportedby the software manufacturerlf thereare correctcontractualrelationships
establishedetweenthe supplierand the customer the feedback receivedby the vendor
duringthis periodcanimprovethe performancef theinstalledplatform.

AOutsideof thewarranty,hardwareandor softwaremaintenanceostsmayincur to
remedysomeproblemsencounteredluring platform exploitation,aslong asthe customer
paysfor it.

Unexpectedcostsmay arise at the time of initial deployment,changesdditionsto the
platform, costs induced by legislative changeschangesin documentand electronicdocument
format, or the needto implementadditionalplatform development®y addingnew modulesat the
requesbf portoperatorspr imposedoy EU directives.

In conclusion,without having stakeholderfinancial datain the managemenof the IT
compartmentaswell asthedegreeof thefunctionalityof themodulego beimplementedaccording
to thescenaridbasedntheagreemenbetweenConstantaMaritime PortsAdministrationandothe
portauthoritiesandportcompaniesit is difficult to estimatethe costsof operatingandmaintaining
suchacomplexsystem.

We believethat only in the elaboration of the Feasibility Study, a study that can be
developedon the basisof the three scenaios identified in this paper (scenariospresentedin
the next chapter), the authority can estimatethe overall cost of operating and maintaining
sucha complexsystemfor the chosenscenario.

3.6 Preliminary analysis on economic and financial issues

There are various principles and methods able to solve the needs of software cost
estimation. Some approaches use rhetaristic algorithms
(https://pdfs.semardscholar.org/8c84/5b5d2f98671c83d7a6d746¢299309935f5fcpdfother
are based on fuzzy rough set
(http://www.jestr.org/downloads/Volume9lssued/fulltext31942016.tiothe resources for our
estimation was th&sww.geminisols.conandwww.ibm.com/watsonDifferences between values
are negligible when reported tloe general dataset.

In order b provide realistic results on the economic and financial aspects, the analysis started
from a technicabconomic efficient simulation using the following minimal hypothesis for
simulating the development effort:

A Development t maeckemd deceloei (8D),i frordendodeveloper (FD),
project manager (M), product owner (O), web designer (WD), tester (T).
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A WD, O and M are allotted 50% use, the r

) — T o — ~— s T — 2018 i 1, 2019 atr 2, 2019 ot 3, 2019 |otr 4, 2019 latr 1, 2020
w oec lan JFeh Mar Jor Maw Dm0l lAun Teo oct oy Toec Dan JFeb Par
1 & BElaboration 20 days 1/1/19 8:00 AM 1/28/19 5:00 PM L
2 Analysis & Design 20 days 1/1/19 8:00 AM 1/28/19 5:00 PM BD;FD
3 ElConstruction 160 days 1/29/19 8:00 AM 9/20/19 5:00 PM 1
4 Core 30 days 1/23/13 8:00 AM 3/11/13 5:00 PM BD;FD;M;0;T; WD
5 Cargo 26 days 3/12/198:00 AM 4{16/19 5:00 PM 4 ED; ;
6 Tracking 31 days 4/17/19 8:00 AM 5/29/14 5:00 PM 5 ED,
7 Stals 20 days 5/30/18 8:00 AM 6/26/19 5:00 PM & ED,
3 Berthing 21 days 6/27/19 8:00 AM 7/25/19 5:00 PM 7 ED;
9 giling 14 days 7/26/19 8:00 AM 8/14/19 5:00 PM 8 ED,
10 Storage 15 days 8/15/13 8:00 AM 9/4/19 5:00 PM 9 BD;FD;M;0;T; WD TWD
11 Transport 12 days 9/5/12 8:00 AM 9/20/15 5:00 PM 10 BD;FD;M;0;T;WD :M:0:T:WD
12 H Transition 20 days 9/23/19 8:00 AM 10/18/19 5:00 PM 3 ]
13 Beta Testing 20 days 9/23/18 8:00 AM 10/18/19 5:00 PM BD;FD;M;0;T; WD EZE BOFDMOTIND
2015 ke 1, 2019 |Qtr 2, 2019 Qkr 3, 2019 |Qtr 4, 2019 b 1, 2020

Moy |Dec |dan [Feb [Mar laor IMav Tun loul  Tauo TSep [oct Tnov Ioec [1an [Feb TMar

BDiFD

BIGFDIMORTWD
BO;FD; MO T:WD
EDMLEOTSWD

D; OG0, T; WD

BO;FD; ;O TAND

Fig. 3.6.1 Synoptic aspects of development efitahning

The synoptic aspects presented in the figure took into account an average scenario with the starting
point of simulation on January 1st 2019.

The resulting total effort was 891 mdays (likely estimation).

Practical conditions may lead to vdroms in different limits, depending on the beneficiary
availability and the heterogeneity of the situation on the spot (for example, variations of ~ 20% may
occur as a result of changifagdating the situation in situ).

Table 3.6.1 Development Estimatefficiency Criterion: Optimal Techr&conomic Cost Report)

Development team consisting of: backend developer (BD), frontend developer (FD), project manager (PM),

Min Max Likely Calendar
Requirement *) *) *) Comments Assumptions days
PCS CORE MODULE (WD, O and M are allotted 50% use, BD, FD and T allotted 100%)
Authentication Request 1 2 1

UserInfo from OpenlID provider
contains user roles, vessels, org, nan
UserInfoRequest 1 2 1 email
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Get data (APl method set) 1 2 1
Includes fieldevel
Filtering data 1 5 2 | authorization
Post data (APl method set) 2 3 2
Includes implementing the
Post arrival/departure 2 10 5 | event bus
Getarrival/departure 1 2 1
Entity change 1 2 1
Includes generic filtering &
Entity search 2 5 2 | ordering
Logical deletion preserves
Entity delete 1 2 1 | data
MDM solution exists & we havaccess
Reference data search 1 2 1 | see Assumptions MDM supports localization
14 37 18
Login 1 1 1
GUI should be only translated to RO
Core module header 2 3 2 | includes GUI localization EN
Users page 2
Edit user page 1
User roles management
section 1 2 1
Vessels section 2 3 2
User profile page 2 3 2
Edit vessel 1 2 1
Includes interacting w/ Authorization server support changing
Change password 1 5 authorization server password
Authorized users 2 3 2
Includes interacting w/ Authorization server support adding
Roles page 1 5 2 | authorization server roles
Data matrix 1 2 1
Data matrix filter 1 2 1
Data matrix table 2 5 2
20 41 22
7 16 8
41 94 48 30
CARGO MODULE (WDaf M are allotted 50% use, BD, FD and T allotted 100%)
Cargo module main page 1 2 1
Reports filter 1 2 1
Arrival/departure reports
section 1 2 1
Cargo reports section 1 2 1
View arrival/departure Includes generating PDF &
report page 2 5 3 | audit
Edit arrival/departure report
page 2 5 3
View cargo report page 2 5 3
Edit cargo report page 2 5 3
Login 1 2 1
Manual data entry
Fill arrival/departure report There is no national ERI system
with ERINOT data 2 5 3 | For manual entry available
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15 35 20
Automatic arrival/departure Includes responding to
report 1 3 2 | events
Report forms configuration 2 5 2
Store draft report 1 2 1
Publishing reports 1 2 1
Logging relevant changes 1 3 2 | Does not include a log Ul
Not sure which are the
Storing reusable entities 1 2 1 | reusable entities
There is no national ERI system
Get associated ERINOT 1 1 1 available
8 18 10
5 11 6
28 64 36 26
TRACKING and TRACING MODULE (WD, O and M are allotted 50% use, BD, FD and T allotted 100%)
Data collector configuration 1 2 1
There is some sort of higkvel
Includes communication APl protocol to communicate with the
Data collector 5 30 10 | with AIS source AlS server
Port arrival/departure check 1 2 1
7 34 12
Tracking and tracing main Integrate with the WMS,
page 1 5 2 | multiple layers, center map
AlS data visualization on
chart 3 10 5
Follow AIS target 1 3 2
AIS data table display 3 10 5
CCTV video stream display 3 10 5
Chart control 1 5 3
Configuration window 1 5 2
13 48 24
4 16 7
24 98 43 31

STATISTICS MODULE (WD, O aadeMllotted 50% use

, BD, FD and T allotted 100%)

User authentication 1 1 1
Login procedure 1 1 1
Periodical updates from the
core module 2 4 3
Store updates from the core
module 1 5 2
Not sure how we can use
Retrieve specific entities the user's token, security | Authenticate the process, not the datd
from coremodule 1 5 2 | wise owner
6 16 9
Statistics module header 1 2 1
Main page 1 2 1
Statistical report filter 1 2 1
Statistical reports table 1 3 2
Includes export to PDF, CS|
View statistical report 4 15 5 | Excel
New report creation 1 1 1
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Edit statistical report 1 2 1
Edit statistical report form 2 5 3
12 32 15
4 10 5
22 58 29 20
BERTH MANAGEMENT MODULE (WD, O and M are allotted 50% use, BD, FD and T allotted 100%)
User authentication 1 1 1
Login procedure 1 1 1
Retrieve announced and
registered vessels 1 2 1
Retrieve current AIS data 1 2 1
Automatic berthing plan Depending on optimization
algorithm 2 20 3 | algorithm
Learning loading/unloading Depending on optimization
times 2 20 3 | algorithm
Berth configuration 1 5 2
Send actual berthing data 2 5 2
Logging 1 2 1
12 58 15
Berth management module
header 1 1
Berth allocation page 2 5 3
Edit berthing plan entry form 1 2 1
Generate automatic berthing
plan button 0 0 0
Graphical representation of
the berths 2 5 3
Berth management table 2 5 3
Berth allocation overview
page 1 3 2
9 21 13
4 16 6
25 95 34 21
BILLING MODULE (WD, O and M are allotted 50% use, BD, FCaboitiefl 100%)
User authentication 1 1 1
Login procedure 1 1 1
Configuration 1 3 2
Retrieve berthing data 1 2 1
Retrieve electricity Not sure how to calculate
consumption 1 5 2 | consumption
Not sure how to calculate
Retrieve wateconsumption 1 5 2 | consumption
Logging 1 2 1
7 19 10
Billing module header 1 2 1
Billing page 1 3 1
Invoices filter 1 2 1
Received invoices 1 2 1
Created invoices 1 2 1
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View invoice page 1 3 1
Edit invoice form 2 5 3 | Includes attachments
Company details page 1 2 1
9 21 10
3 8 4
19 48 24 14
STORAGE ALLOCATION (WD, O and M are allotted 50% use, BD, FD and T allotted 100%)
User authentication 1 1 1
Login procedure 1 1 1
Logging 1 2 1
3 4 3
Storage allocation module
header 1 2 1
Storage allocation
management page 1 1
Edit package form 2 4 2
View package page 2 3
Graphical representation of
the warehouse 2 5 2
Storage allocation table 1 2 1
Storage allocation overview
page 1 2 1
Inventory page 1 2 1
11 24 12
2,8 5,6 3
16,8 | 33,6 18 15
INTERFACE TOWARDS OTHEERISPORT MODES (WD, O and M are allotted 50% use, BD, FD and T allotted 100%)
User authentication 1 1 1
Login procedure 1 1 1
Store shipment 1 2 1
Get shipments 1 2 1
4 6 4
Interface towards other
transportmodes header 1 2 1
Railroads page 1 2 1
Roads page 1 2 1
Shipments filter 1 2 1
Shipments table 1 2 1
Edit shipment form 1 2 1
6 12 6
2 4 2
12 22 12 12
169
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Table 3.6.2 Total development effort (in S)
DAPhNE P
Name Man-days Start End Resources Total Effort AR U
Elaboration 20 201901-01 | 201901-28
Analysis & Desigil 20 201901-01 | 201901-28 BD;FD 40 20 | 20
Construction 169 201901-29 | 201909-20
Core 30 20190129 | 20190311 | BD;FD;M;0;T;wl] 135 30 | 30 | 15]15] 30 | 15
Cargo 26 201912-03 | 201904-16 | BD;FD;M;O;T;WL 117 26 [ 26 | 13 13| 26 | 13
Tracking 31 20190417 | 20190529 | BD;FD;M;O;T;WL0 140 32 |1 32 |15) 141 32 | 15
Stats 20 20190530 | 201906-26 | BD;FD;M;0;T;WI] 90 20 | 20 | 10| 10| 20 | 10
Berthing 21 20190627 | 20190725 | BD;FD;M;O;T;WI 95 211211011 21 | 11
Billing 14 201907-26 | 20190814 | BD;FD;M;O;T;WI| 63 ‘77147
Storage 15 20190815 | 20190904 | BD;FD;M;O;T;W[ 68 151 15 (8| 8 15 | 7
Transport 12 20190905 | 20190920 | BD;FD;M;O;T;W[ 54 12112 (6 )6 (12| 6
Transition 20 20190923 | 20191018
Beta Testing 20 201909-23 | 201910-18 | BD;FD;M;O;T;WI 90 20 | 20 | 10 | 10| 20 | 10
TOTAL 891 210 | 210 | 94 | 94 | 190 | 94

Total: 891 mardays
General structure of costsduring Port of ConstantaPCSdevelopmentphase

Direct costsarethosedirectly linked to doing the work of the project, this could include hiring
specializedcontractorsbuyingsoftwarelicensesor commissioning/our newbuilding. Direct costs
are broadly classifiedas thosedirectly associatedvith a single area(suchas a departmenbor a
project).In PCSprojectmanagementlirectcostsareexpensesilled exclusivelyto aspecificgoal.
They can alsoinclude project teamwages,the costsof resourcedo producephysical products,
energyfor equipmentandmoneyspentto addressany projectspecificrisks.

Indirect costsarenot specificallylinked to PCSprojectbut arethe costof doingbusinesverall.
Examplesaregenerakunningcosts(heatingighting, office spacaental),unlessPCSdevelopment
project getsits own offices hired specially (or is entirely outsourced)Indirect costscannotbe
associatedwith a specific cost center and are instead incurred by a number of projects
simultaneously,sometimesin varying amounts.In PCS project managementgquaity control,
securitycosts,andutilities canbe usuallyclassifiedasindirect costssincetheyaresharedacrossa
numberof projectsandarenot directly billable to anyoneproject.

Fixed costsare everythingthatis a oneoff charge.Thesefeesare not linked to how long PCS
developmenprojectgoeson for. Soif you needto payto securea specialistsoftwareengineerpr
you arepayingfor adayof differentconsultancyo helpyou startthe projectup the bestway, those
arefixed costs.

Variable costsarethe oppositeof fixed costs- chargeshatchangewith thelengthof your project.
It's moreexpensivdo paystaff salariesovera 12-monthprojectthana 6 monthone.Machinehire
over8 weeksis morethanfor 3 weeks someconsiderationareavailablefor softwarelicenses.
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Sunk cost arecoststhathavealreadybeenincurred.Theycould be madeup of anyof thetypesof

costabovebutthepointis thattheyhavehappenedThemoneyhasalreadybeenspent.Thesecosts
are often forgottenin busnesscases put they are essentiato know about. Stopping/continung

decisionsareoften (wrongly) basedon sunkcosts.

Beyondthebroadclassification®f directandindirectcosts projectexpensefall into morespecific
categoriesCommontypesof expenseclude:

Labaur: The costof humaneffort expendedowardsprojectobjectives.
Materials:Thecostof resourcemeededo createproducts.

EquipmentThe costof buyingandmaintainingequipmenusedin projectwork.
Services:The costof externd work thata companyseeksfor any given project(vendors,
contractorsetc.).

Software:Non-physicalcomputeresources.

Hardware Physicalcomputeresources.

Facilities: The costof rentingor usingspecializedcequipmentservicespr locations.
Contingencycosts:Costsaddedo the projectbudgetto addresspecificrisks.

E R ]

= =4 -4 -9

Developmentcostsaverageper hour for Port of ConstantaPCSin Eastern Europe

In termsof developmentostaverageper hour WesternandEasterrEuropediffer alot in termsof
software developmentrates. The region includes such countriesas Ukraine, Poland,Romania,
Moldova, Estonia,Hungary, etc. Thesedevelopingeconomieshave already got a high level of
educatiorandnoticeablecontributiongo IT industry,buttheir salariegemainrelativelylow. If you
outsourceyour projectto a softwaredevelopmentompanyit will costyou around$25$45 per
hour. If you hire amiddle/seniodedicatedievelopetheaveragdigure will bebetweers201 $32
perhour,dependingntheskill setof a particularoffshoredeveloperCurrently,at Europearevel,
Ukraine, Belarus,and Russiaare the top outsourcinglocationsof this region, leaving Czech
Republic,Poland Hungary,RomaniaandBaltic countriesfar behindbasedn qualityto priceratio.

Western vs. Eastern Europe Rates Central vs. East Asia Rates North vs. South America Rates

N . 0
& 150

25
30
20 a o)

7 I l »
10

OMoIdova $20 Belarus $25 Uk:a; 535 Norway $120 Belgium $300 0 India $15 Phlippines 0 Vietnam $30 China §50 ’ Peru $20 Panama $30 Mexico $55 USA 5200 Canada $200

Fig. 3.6.2SoftwareDevelopmentCostsGuide2018i worldwide comparison
(Sourcehttps://qubitlabs.com/averagbourly-ratesoffshoredevelopmentservicessoftware
developmentostsguide-2018)
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The average pay for a Sr. Software Engineer / Developer / Programmer is $25.14 per +—Moderate = High—qualitv
hour. "

$65,0
$60,0
$55,0
$50,0

MEDIAN: $25.14

Salz $45,0
Show Annual Salary ]
m + experience + skill m $40,0 l‘./\.”—l—.\.
;

$35,0

Hourly Rate $7.86 - $50.59 I $30,0 F—’/‘%\.__’__.__‘\‘

$25.0

50 75¢ 90%

Overtime $14.78 [
$§20,0
15,0
fonus 812059863 - e Bulgaria = Romania Caech Slovakia = Hungary = Poland Fastern
Republic ‘ Europe
Profit Sharing $1:000 ! Moderate  $271  $267  $305 = $280 = $200  $287  $278
Total Pay (?) $19,859 - $104,715 I High-quality, $39,0 | $385 = S$440  $403  $41,8  $414  $401

Fig. 3.6.3Averagepaymentperhourin Romaniafor Sr. Software

Engineer/Developer/Programmer
(Sourceleft:
https://www.payscale.com/research/Ra3Sr. Software_Engineer_%2f Developer %2f Programmer/$alary
(Sourceright: https://yalantis.com/blog/ceserviceseuropemarketresearch

Usingtheresourced$rom abovewe cantakein consideratioran averagesaluefor programming
hourof 40 $/hourin Romaniarsoftwaredevelopmeniarket.

However, the general cost of PCS developmentwill include several other costs than
developmentcost per hour. The future feasihlity study can estimatethe total cost of PCS
developmentakingin consideratiora lot of variablesin termsof costandexpense# thatproper
time-frame.

Reliable operation and PCS Security scenarios

In 2011 Europearinion Agencyfor NetworkandInformationSecurity(ENISA) publishedCyber
SecurityAspectsn the Maritime Sectorasthefirst EU reporteveron cybersecuritychallengesn
the Maritime Sector.This principal analysishighlights essentiakey insights,aswell asexisting
initiatives, as a baseline for cyber security (https://www.enisa.europa.eu/publications/cyber
securityaspectdn-the-maritime sectorl/at_dowload/fullRepor}. Finally, high-level
recommendationsre given for addressingtheserisks, Cyber threatsare a growing menace,
spreadingto all industry sectorsrelying on ICT systems.The report statuesabout deliberate
disruptionsof critical automationsystems,such as Stuxnet, prove that cyberattacks have a
significant impact on critical infrastructures.Disruption of theseICT capabilities may have
disastrougonsequencesr theEU MemberS t a gogesnbentsandsocialwellbeing. Theneedto
ensurelCT robustnessgainstcyberattacksis thusa key challengeat nationaland panEuropean
level.

Somekey findingsof thereport:

1 Maritime cybersecurityawareness currentlylow, to non-existentMemberStatesarethus
highly recommendedo undertaketargetedmaritime sectorawarenessaising campaigns
andcybersecuritytraining of shippingcompaniesport authorities nationalcybersecurity
offices, etc.
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1 Dueto thehigh ICT complexity,it is a majorchdlengeto ensureadequatenaritimecyber
security. A common strategy and developmentof good practicesfor the technology
developmentand implementationof ICT systemswould thereforeensureii s e c byr i t vy
d e s ifogail oritical maritimelCT components.

1 As currentmaritimeregulationsandpoliciesconsideronly physicalaspectof securityand
safety,policy makersshouldaddcybersecurityaspectgo them.

1 We stronglyrecommenda holistic, risk-basedapproachassessmeraf maritime specific
cyberrisks,as well asidentificationof all critical assetsvithin this sector.

1 Asmaritimegovernancés fragmentedetweerdifferentlevels(i.e. international European,
national),the InternationalMaritime Organisationtogetherwith the EU Commissionand
the Member Statesshouldalign to internationalandEU policiesin this sector.

1 Betterinformationexchangeand statisticson cyber securitycan help insurersto improve
theiractuarialmodels,reducetheir own risks,andthusoffering bettercontractualnsurance
conditionsfor the maritime

1 sector.Information exchangeplatforms,suchas CPNI.NL, shouldbe also consideredoy
MemberStatego bettercommunications.

Severakecentincidentswerereportedduring Septembe2018(https://www.ara.cat/economia/pert
Barcelonapateixciberatac_0 _2091990961.hdmThe Port of Barcelonaincident (20 September)
did not affect ship movementsn andout of the harbair, and a local newspapereportedthat it
impactedonly landoperationssuchasloadingor unloadingof boats althoughthe Portdeniedthere
wasa seriousdisruptionto customers.

Two daysafter the initial attack,the Port of Barcelonasaid that only internal IT systemswere
affected,but did not offer otherdetails.Another mediumsizedport wasthe targetfive dayslater
(25 Septemberj Portof SanDiego (https://www.portofsandiego.org/presseases/genergress
releases/porsandiegoissuesstatementybersecurityinciden). Back in July, there was a
ransomwareattackthatwasinitially reportedasaninfection affectingthe Long BeachPort,which
was later trackeddown andisolatedto the port terminal of the China OceanShippingCompany
(COSCO),and later the company'sinternal network, one of the world's largestshipping firms
(https://www.presstelegram.com/2018/07/24/idre@achportterminathit-by-ransomware
attack). Last year, when the NotPetyaransomwareoutbreakstartedto spread,one of the first
companieso reportissuesvasMaersk,theworld'slargestcargoshippingcompanyMaersk'spoor
securitypracticecostthe companyover$300million in damagesandthecompany'dT staff hadto
reinstall 4,000 servers, 45,000 PCs, and 2500 applications in ten days
(http://ffiles.shareholder.com/downloads/ABEB&G91Y/5003227609x0x95406 EBSSBAD
F1AE-4E869B95FF32017D31F9/APMM _Interim_Report_Q2 2017 )odf
Therearegenerakonsideratioaissuedoy the port of BarcelonaegardingCyberSecurityconduit
Ironically severaldayslaterthe port experience cyberattack.

Victims often try to keep successfulhacksa secret. The reasonfor this is that the maritime
companievaluetheir reputationmorethanthe moneytheyactuallylose.Also, cybercriminalsare
stealthyandin manycasesompaniesareunawareheyhavebeenhacked.

Ninety percentof thew o r Ifrdightsgoesby sea.Eachhackcancostmillions of dollarsto ship

owners,andin somecircumstancesvenwrackthe nationaleconomyBreakinginto key container
terminals,criminalscanbring downthe operationof regionalandnationalsupplychains.E.g.,the
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British governmenthasrevealedthat cyberattackscost the UK oil and gasindustry about400
million pounds ($672 million) a year (https:/ivww.kaspersky.com/blog/maritiraeyber

security/8796).

Dueto increasedlemancdf CyberSecurityexpertiseall overtheworld andtakingcareof theBlack
SeaBasin specialinterestwe can concludethe neededcharacteristicsn onestanceii Se chy r e
Ded g rAs securityapproachesve caninclude SecurityOperationsCenter(SOC) with various
components(Security information and event management(SIEM), Governance,risk and
compliance(GRC), IntrusiondetectionsystemgIDS), Intrusionpreventionsystem(IPS),Unified
threatmanagemenfUTM), etc. It is mandatoryfor a future feasibility studyto furtheraddresghe
securityissuedn Portof Constant@CS.

Someactivevulnerabilitiescanbe foundin thefollowing list:

https://www.pentestpartners.com/secubtgg/containeitheft-thelegatsystemandpoor
maritimesecurity/

https://www.pentestpartners.com/secubtgg/hackingais/
https://www.pentestpartners.com/secubtgg/hackingseriatnetworkson-ships/
https://www.pentestpartners.com/secubtgg/crashineshipsby-hackingnmeasentences/
https://www.pentestpartners.com/secubtgg/tacticaladvicefor-maritimecybersecuritytop-
10/
https://www.pentestpartners.com/secubtgg/hackingmaritimeifticc-messagingor-invoice-
fraud/

https://www.pentstpartners.com/securityog/trackinghackingshipswith-shodarais/
https://www.pentestpartners.com/secubtgqg/sinkingbulk-carriershipsby-hackng-hsms/
https://www.pentestpartners.com/secubtgg/makingprawnespressoesr-hackingshipsby-
decipheringbaplieedifackmessaging/
https://wwwpentestpartners.com/secutitipg/sinkingcontainershipsby-hackingloadplan
software/
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https://www.pentestpartners.com/security-blog/crashing-ships-by-hacking-nmea-sentences/
https://www.pentestpartners.com/security-blog/tactical-advice-for-maritime-cyber-security-top-10/
https://www.pentestpartners.com/security-blog/tactical-advice-for-maritime-cyber-security-top-10/
https://www.pentestpartners.com/security-blog/hacking-maritime-iftfcc-messaging-for-invoice-fraud/
https://www.pentestpartners.com/security-blog/hacking-maritime-iftfcc-messaging-for-invoice-fraud/
https://www.pentestpartners.com/security-blog/tracking-hacking-ships-with-shodan-ais/
https://www.pentestpartners.com/security-blog/sinking-bulk-carrier-ships-by-hacking-hsms/
https://www.pentestpartners.com/security-blog/making-prawn-espressos-or-hacking-ships-by-deciphering-baplie-edifact-messaging/
https://www.pentestpartners.com/security-blog/making-prawn-espressos-or-hacking-ships-by-deciphering-baplie-edifact-messaging/
https://www.pentestpartners.com/security-blog/sinking-container-ships-by-hacking-load-plan-software/
https://www.pentestpartners.com/security-blog/sinking-container-ships-by-hacking-load-plan-software/
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4 Feasible solutions for achieving the investment objective

4.1 Proposing a limited number of scenarios/options to be analysed in the
Feasibility Study phase (minimum two)

The concept of integrating the PCS platform involves data and documents exchange
relating to shipping and inland water transport, such as data related to voyage or cargo
information, which allows data transfer between ports, thus excluding ta need to report the
same information several times to different PCS platforms.

There are different organizational and technical models of possible integration
configurations.

International Association of Ports &Harbours (IAPH) made a Port Community Sstems
(PCS) benchmark survey in 2011Kttp://www.porttraininglivorno.eu/?g=en/content/port -
community-systemsbenchmark-survey-part-one) and after interrogating 13 PCS from
around the world (selected for the survey), they concludéthat there are three main models:

1. Mono-Port Systemz where the PCS is managing one port and is dedicateit

2. National systemz the PCS covers all ports of eountry

3. Multi-Port Systemz PCS coves more than one port on one or more IT
infrastructure s

In the table 4.1 all the ports with PCS implemented and selected for the survaye
presented, from around the world.

From the studyit results that:

Vv Mono-Port Systemwas implemented in only 4 countries;

Vv National systems cover all por$ of a country, only one PCS is concerned and
is a public company in Japan;

Vv Multi-Port systems are the most commorones found in 6 countries that

implemented such systens. The rang start from 2 ports to 28 andthey are mostly operated
by private companies The number of users is directly related to the number of ports managed
by PCS.

Starting from this report we will consider three subsequent cases of organization and
technical eements needed to integrate the PCS platform, ranging from information exchange,
length of specific messages and data structure, to a full integration into a single megiort
platform.

Figures 4.1, 4.2 and 4.3 present the main cases of integration prdgc
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PCS Technical Specification Overview

Table 4.1 The 13 PCS selected for survey from different ports in the world

-community-

(source: http://www.porttraininglivorno.eu/?q=en/content/port

systemsbenchmark-survey-part-one)

‘Nameofsystem | Nameofcompany B s
AP+ Soget SA Le Havre www.soget.fr
(France)
AP+ Marseille Gyptis International SA | Marseille www.qyptis fr
(France)
Container Logistics | | Ministry of Land, Infrastructure | Japan www.mlit.go.jp
nformation Service | Transport and Tourism(MLIT)
(Colins)
DAKOSY DAKOSY Hamburg http://www.dakosy.de
(Germany)
Destin8 (previously | Maritime Cargo Processing plc | Felixstowe www.mepplc.com
also known as (MCP plc) (United
FCP80 and Kingdom)
then FCPS)
HIiTS ver.3 Hakata Port Terminal Co.,Ltd. Fukuoka http://www.hakatako-
(Japan) futo.co.ip
MAINSYS Israel Ports Development & Israel http://eng.israports.co.il
Assets Company Ltd (IPC)
NACCS (Air Naccs | NACCS (Nippon Automated Japan
and Sea Naccs) Cargo and Port Consolidated http://www.naccs.jp/
System, Inc.)
Nagoya United Nagoya Harbor Transportation | Nagoya www.nutsweb.com
Teminal Association (Japan)
System (NUTS) Container Terminal Department
Porthus.net Port-l-Com Antwerp www.porticom.be
1986-2007 - Seagha (Belgium)
2007- Porthus.net
Port-MIS KL-Net Corp Seoul www.kInet.co.kr
PLISM (South Corea)
Portbase Portbase Rotterdam (the | http://www.portbase.com
Netherlands)
Portic PORTIC BARCELONA S.A Barcelona www.Portic.net
(Spain)
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Port 1 Port 2 Port 1 Port 2

PCS1 PCS2

Specific

Messages / Shared PCS
Services

1: Bilateral message exchange 2: Full bilateral system integration
Figure 4.1 PCS Platfornintegration Figure 4.2 PCS Platform Integration
in Scenario 1 in Scenario 2
Port 1 Port 2 Port n
l PCS1 ‘ | PCS 2 ‘ cesee ‘ PCSn ‘

e 5=

‘ Neutral Message Exchange Platform (NMEP) ‘

3: Multilateral message exchange

Figure 4.3 PCS Platform Integration in Scenario 3

For scenarios shown in the figures above we considered:

Scenario 1 z considers the implementation of an identical PCS platform with a port that
already has the PCS system implemented (referred to as Port 2) and with which Constanta
Port (referred to as Port 1) develops mosbf the commercial trading z to facilitate reporting
and data $aring between the two ports. This scenario is based on a solution that is tailored
to the individual needs of the two ports. The solution can be applied to ports of any size,
located in any geographical area.

Scenario 2 z considers the impementation of an identical PCS platform with a port that
already has the PCS system implemented (referred to as the Port 2) and with which Constanta
Port (referred to as Port 1) develops mosbf the commercial trading z to facilitate reporting
and data shaing between the two ports. This scenario is based on a solution that is suited to
the needs of small ports without PCS currently implemented, but whose needs are met by
implementing a PCS simultaneously in the twar more ports. It basically relies on the
extension of a PCS that casimultaneously serve two portsunder the same administrative
entity (i.e. Constanta, Midia, Mangalia).
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Scenario 3 z considers the implementation of acustom made PCS platform for
Constanta Port (referred toas Port 1) that develops tradevith more ports which already have
PCS systems (referred to as Port 2, Port 3, etc.) in order to facilitate reporting and data sharing
between these ports. This scenario is baseoh a solution that is tailored to the needs of all
ports for compatibility of data exchange.

The solution considers that Constanta Port Port 1 - uses a PCS scalable platform and
compatible to other PCS ports, provided that Port 2, Port 3, ...., Porfallow the agreed access
and data sharing rules, as well as the structure for data transmission.

Scenarios were born from a general view point, because only in the Feasibility Study and
based on volume information and detailed statistical analysis on thextent of trade carried
out by Romanian ports with certain EU or norEU ports provided by Constanta Maritime Ports
Administration, we will be able to customize generic ports numbered 2, 3, ..., n with ports that
can clearly be nominated and that have alrety implemented or have under implementation
a PCS system.

For each of the three scenarios, the SWOT analysis is further presented.

Tab.4.2 SWOTAnalysisz SCENARIQ

SCENARIO 1T TWO-WAY MESSAGE EXCHANGE

Easy solution, achievable ishort term, personalized data sha
agreements, no problems with data ownership will arise in case of
disputes or different functional and technical requirem
The solution is tailored to ports individual needs, with control mecha
Strengths: [developnent, the alignment of objectives can be achieved by dg
benefiting from the skills of other stakeholders, precisely because

Ssystemos flexibility ~fo
in'(St'”g infrastructure could be relatively easily integrated into bilg
inks.

System development or adjustments that may be required def
the manufacturer.

When necessary to exchange messages with several PCSs,
that a port authority might need different technical and contractual so
arises, wich will generate a limited strategicsion (that is a single soluti
vision), without such a standa
The need to negotiate bilateral prices in case of a complex port pl
with different actors operating in a very competitive environr
Not appicable for small PC$ree ports

Weaknesses

Formatting the message layout facilitates extension to other pa

Opportunities: Future developments can easily be adopted.

If the two parties involved do not have similar levels ¢
technological advancement or market power, one of the partners ma
Threats: (disadvantaged.

Developments and events around port platforms may have a st
(negative) impact on bilateral messaging systems.
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Tab.4.3 SWOTAnalysisz SCENARIQ

SCENARIO 27TFULL IN TEGRATED BILATERAL SYSTEM

Common effort, longerm reduction of transaction costs, increa
social capital, control opportunity, strong commitment, sau
Strengths: [Suitable for accommodation to the needs of each port and stake

Suitable for small ports without PCS, because the needs of these p
be met by implementing/expanding an already existing PCS.

Requires a lot of confidence, time for implementation,
Weaknessescommitment of all stakeholderstructured procedures.

Very good coordination between involved authorities.
. Easy exchange of good practices between ports with connecte
Opportunities:  |PCSs, and the possibility to consolidate port governance structures.

Thepossibility that any PCS problems in a port, due to a comm
platform, can cause problems in both ports at the same time.

Once the systems have been merged, it would be very difficul
return to the previous situation that is of two ports, each igtbwn
PCS.

Changes made to any port operations will result in a change in
common system.

Ports are dependent on each other (both positively and negativ

Threats:

Tab.4.4 SWOTAnalysisz SCENARIG

SCENARIO 317 PERSONALISED PCS WITH HIGH ADAPTABILITY

Relatively light solution.

Stakeholders will work on the same platform, which reduce
burelaugratic effort, so that financial savings can be made for eac
involved.

Strengths: The parties involved as well as future ones nuashply with th
aﬂreed rules and the form of the message transmission stf
The solution is scalable and it could accommodate a large number (
systems that capeintegratel.

Funding sources must be clearly defir
The platform meds to be specifiagreed by all stakeholders, firstly fun
and built, which will require a firm commitment from the core plati
users.
Weaknesses The platform must meet the needs of the majority of users, wi
difficult because the PCS platform differs due its modules
The platform must be in line with technological developments, legis
changes, and the needs of its users.

The platform is scalable and can be increased once new mem
recruited. . o .
Data sharing and a commuision of technological approaches cq

Opportunities: lead to harmonized trade practices between stakeholders.
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Making compromises for any interested party in terms of secul
can compromise the system as a whole;

Incomplete information loaded amtklivered to the system may
Threats: [affect the operations of the entire platform, given the interested pat
who access the data.

The technical fall of the platform interrupts the exchange
information for all participating actors.

4.2 ldentification of potenti al sources for public investment financing: own
funds, bank loans, state budget/local budget, external guaranteed or
contracted state loans, non-reimbursable external funds, other legally
constituted sources

Financing sources that can be attracted for acqung and implementing a modern ICT
system, namely the Port Community System (PCS) to serve Constanta Maritime Ports
Administration as leader, along with other state authorities and members of the Port
Communities- Constanta- Midia and Mangalia, are divese.

Thus, the following may be taken into account:

1. The Financing Mechanism for Connecting Europe Facility (CEF). The program
supports the implementation of projects of European interest aimed at developing and
building new infrastructures and services, as well as modernizing existing infrastructures and
services in the field of transport, telecommunications and energy sectors
(https://ec.europa.eul/inea/en/connecting -Europe-facility ).

2. The transnational DANUBE program 2014020
(http://www.mdrap.ro /dezvoltare-regionala/-4970/-7572/-7498)
3. The Capacity Building Development Operational Program (PODCMhich has

as ageneral objective to create a more efficient and effective public administration in the
context of national, social and economic developemt. Priority Axis 2: Improving the quality
and efficiency of public service delivery, decentralization.

4, The Regional Operational Program 20142020 (https://www.fonduri -
structurale.ro/Document_Files/fs2014-2020/00010115/rpk8i_ POR%202014-2020%20-
%20iulie%202014.pdf) which has as a general objective the growth of economic
competitiveness and improving the living conditions of local and regional communities by
supporting the development of business environment, infrastructure conditions and services,
ensuring a sustainable develpment of regions capable of managing resources effectively,
harnessing their innovation potential and assimilating technological progress.

5. Allocations from the state budget through line ministries.

6. Public Private Partnerships- establishing a partnership with different port
operators may be considered.

7. Own financing sources and governmenguaranteed bank loans.

PCS Technical Specification Overview Project cofunded by European Union funds (ERDF, IPA)



https://ec.europa.eu/inea/en/connecting-Europe-facility
https://www.fonduri-structurale.ro/Document_Files/fs2014-2020/00010115/rpk8i_POR%202014-2020%20-%20iulie%202014.pdf
https://www.fonduri-structurale.ro/Document_Files/fs2014-2020/00010115/rpk8i_POR%202014-2020%20-%20iulie%202014.pdf
https://www.fonduri-structurale.ro/Document_Files/fs2014-2020/00010115/rpk8i_POR%202014-2020%20-%20iulie%202014.pdf

106

©)

HHILCTITITY

Danube Transnational Programme

4.3 Conclusions

Ports are continuously transforming themselves alongheir history, improving their
infrastructures, handling capacities, regulations and organization models.

Usually, the evolution of ports isEOAT AA ET 01 OCAT &addQiffdrdntO6 h Al
generationswhich can be defined according to the modernizatiopspecialization and handling
capacity levels (source Best Practice Guide on Single WindowsMaritime and Port
Community System Multimodal Innovation for Sustainable Maritime & Hinterland Transport
European Project INTERREG IVC).

First-generation ports : Those ports where facilities, behaviour and strategy are
concentrated in offering basic port services to vessels such as sheltered waters, nautical
services and cargo handling services through generic port terminals and generic handling
means.

Secondgeneration ports : Those ports wherespecializationin operations is of growing
relevance, having strategies oriented to thespecialization of terminals (containers, R-Ro,
liquid bulk, dry bulk) and the use of optimized mechanical equipment for each operation
seeking also improvements in their management capacities within the port boundary.

Third -generation ports : Those portswhere activities are not exclusively focused on
providing services forvesselor cargo-handling services but they are enlarging theirarvicein
order to become effective logistics platforms for trade beyond the port boundary. Their
strategy and premises are oriented also to serve the logistics chain, creating ancillary services
for logistics activity zones, using integrated systems forata collection and processing and
facilitating the operations among different transport modes.

Fourth -generation ports : Those ports that go beyond the thiregeneration considering
other new aspects in logistics management, connectivity among transport mosle major
added value services where information handling is a differentiating element in their services
offering. These ports are characterized by diversification and internationalization of their
activities, automation of activities, strong cooperation beveen the port community and
complementary ports in view to increasetheir competitive advantages andto becomea
networked port, perfectly integrated in the logistics chain and in global supply chains where
the handling and distribution of information is a cornerstone.

New (fifth) generation ports started emerging after 2010, whenthe ports started
focusing even more on customers offering deep IT integration with various stakeholders. IT
solutions are increasingly used for prediction of different eventand measuring performance.
Very important characteristics of the fifth generation ports is an active involvement of the port
and local community in planning and decision making processes. In addition, these ports are
becoming full industrial centres (manufcturing, processing and logistic industries) with
comprehensive intermodal transport handling and hightech logistic as connectinghubs for
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intermodal transport, offering advanced economic zones related services and logistic park

functions. The customercentric orientation of fifth generation ports is reflectedby thorough

AT A1 UOEO 1T &£ OEA AUl Al EAman@aio thé dxidtipCadd atirabthéwO Al A (

Pbi OO0 OOAOO8 &EAZOE CAT AOAOGEIT bBI OO0 EAOA A AIi

ET OACOAOAA OOAT OPT OOh 1T CEOGEA AT A EIT &£ Oi ACEI
ltisimportanttonotethat# T T OOAT yA BT OO0 EAO -Gdnerdhddp&tOA OfF

but this point will be mainly determined by the socieeconomic conditions in which it runs its

activities.

A port community system (PCS) can be defined as a platform for information exchanges
linked to a port, and therefore geographically restrictd, which primarily seeks to serve the
interests of the various companies and entities linked to port activities. A relatively wide
variety of companies are involved, including terminal operators, transport operators
(maritime/oceanic, road and rail), freight forwarders, customs, cross border regulatory
agencies and portauthorities.

The main reason for creating port community systems is that port service users and
customers need an increasing amoundf information every day in order to innovate and to
optimize their own processes.

The complexity of activities carried out in a maritime port, mainly given by the variety
and heterogeneity of stakeholders representing the port community, as well as the large
number of data, messages and documents exchanged beémeport community members,
highlights the need to implement an integrated ICT system to maintain competitiveness and
obtain superior service quality.

Administrative processes related to the arrival and departure of ships to and from the
port (as well as the movement of ships inside the port to different operating terminals)
generate numerous documents and certificates.

During the study, data from shipping arrival forms wereanalysedin order to identify
recurrent data entries/exchanges.

The information structure and recurrence elements currently used in the port area
generate physical redundancy, logical redundancy, as redundancy of pegisting information
systems also arises.

Analysing cargo traffic operated in the ports managed by Constanta Maritime Ports
Administration, based on the statistical surveys provided by the National Institute of Statistics
(http://statistici.insse.ro ) and those awailable on Constanta Maritime Ports Administration
Portal, that is the annual report for 2017, the increase in commodity traffic and continuous
growth in the coming years was highlighted.
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As Constanta Maritime Ports Administration holds the most importantole as initiator
of the port development and coordinator of the entire Port Community, it shouldonsider the
implementation of modern ICT - Port Community Systems (PCS) in the near future in
order to optimize, manage and automate port processes.

Constanta Maritime Ports Administration will need to assume the leading and
integrating role of the Port Community Systems (PCS) within the Port Community to obtain
logistical support alongside other state authorities (Romanian Naval Authority, Customs,
Border Police, etc.) which manage different activities in the port, as well as all major port
operators who carry their activities in the maritime area.

Constanta Administration of Maritime Ports will have to mainly consider the
insurance of competitiveness of Romanian ports related to the global maritime and river
market , and this is in correlation with ensuring safe and fast traffic of goods.

Romanian ports will be competitive once the bureaucracy of the documents
circulating in the port community will be reduced, offering through Port Community
Systems (PCS) implementation and useof an increased efficiency and speed in reporting
port processes, with multiple benefits for all parties involved.

Constanta Maritime Port Administration  represents a patrimmial manager
responsible for the safe, sustainable and competitive development of the hannathrough the
implementation of Constanta Port Master Plan, which provide medium and long term
expansion of operating terminals as well aanincrease and improvement of the road and rail
infrastructure, leading to a diversified and increased freight traffic.

Attracting new port operators, large container shipping companies to open their
workplaces on port platforms in Constanta, Midia and Mangalia ports, primarilyepends on
the bureaucratic decrease of documesstreporting on port processes, meaning to ensure the
same conditions as in other major ports of the world that have already implemented Port
Community Systems (PCS).

It is imperative to develop the road infrasgructure by widening the access routes,
creating large areas for parking lots to stop blocking access routes to terminals, areas which
offer facilities for truck drivers in terms of accommodation conditions, meals and hygiene.

Verhoeven classified the hypthetical typology of port authoritiesinhisDPADPAO O! O0OA O
I £ 01 OO ! OOETI OEOU &O1T AOCET 1 66 DOAI EOEAA ET ¢mp
port authority functional profiles (landlord function, regulator function, operator function and
community manager function) and the geographical dimension (local, local + regional, local +
regional +global) (see table 1 below). Three typologies of port authorities can be defined:

O#1 1 OA OOKoéel perbauthorities which adopt a passive role. This kind of port
authority is focused on being a good housekeeper and essentially sticks to a passive and
mechanistic implementation of the three traditional port authority functions at local level.

OAAEI| E OThdsé i authorities which adopt an active role acting as mediator
between economic and social interests, hence implementing the community manager
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function. Facilitator port authorities also look beyond the port perimeter and try to engage
strategic regional partnerships.

O %1 OOA b G Afodeord authorities which combine the main features of the
facilitator with a more outspoken commercial attitude as investor, service provider and
consultant on all three geographical levels. Due toidiambitious profile, it runs the highest
risk facing problems caused by conflicts between the various functional levels.

Concerning these roles towards the ICT developments in/around ports it seems obvious
that a conservator port authority will remain mainly passive in this area whereas facilitator
or entrepreneur port authorities could play an active role leading the development and
implementation of ICT tools and solutions . Key remarkable skills of these kinds of port
authorities can be pointed out for CT developments in/around ports:

1. Mediation in commercial B2B relations with port operators (Terminals,
Logistics Operators, shipping agents) and port customers (shipping lines or shippers): in
order to define solutions able to fit requirements for allof them and to involve them from the
beginning of the project.

2. Investor: ICT developments need highinvestments; port authorities can
support directly this investment (for entrepreneur PA) or as a canvestor (in case of
facilitator PA)

3. Active application and enforcement of rules and regulations through
cooperation with local, regional and national regulatory ageneis. Withthis cooperation port
authority can design new regulations or rules to foster ICT tools to overcome different
bottlenecks in the port logistics supply chain.

4, Provide assistance to port community in the implementation of these
regulations.

5. Provide services of general economic interest, as Port Community Systems.

6. The community manager function will be crucial in order to ensure the

alignment of efforts in the development of ICT solutions and to identify, motivate and involve
all public and private interested parties from the very beginning of the project.

7. Port authorities will have an active role promoting ICT solutions even as a
leader and providing port community with the necessary training to implement these
solutions.

Constanta Maritime Ports Admmistration main functions are focused on regulation and
coordination of the port community. It could be said that port authority should be theentral
element that guarantees the efficiency of port traffic.

In this sense, ICT tools, such as Single Windows Port Community Systems, are a
resource of vital importance for effective and efficient performance of port activities.
Consequently, facilitator or entrepreneurial port authorities need to treat ICT projects with
the utmost priority due to requirements of new port governance models and increasing
demands from public and private sector stakeholders for improvements in trade facilitation
and performance.
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We can consider that a port is like a virtual enterprise where an assortment of
specialized companiesomes together to provide one face to the customer.

Information and communications technologies (ICTs) tools have an important role in the
governance and efficiency in the flow of goods at ports. A key element in the application of
ICTs in ports is the inerconnection of different actors of the supply chain that makes possible
a better information flow.

Table 4.5 Typology of port authorities (source European Port Governance report)
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